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« microprocessor within said housing, ineiuding associated memory, said microprocessor being responsive to s 
s and control tunetsws, and means forprogrammmg sasci assooisreo memory:, 

* combination computer sod {oiephons. for programming said memory. 

« 3. A combination computer and telephone composing: a housing configured as a telephone, a dlspiay 
v. „ k> 5? j d » ^ 3 \ 3id <. «-> j 0%. i) |. 1 a ^. si 

tip^o v t-»» f>! t Jl ^ i tf«di> 0 o i* !Us **s ^ - •* -vtfo „ ry m » i upi 

* from said doai output device, a memory for receiving tnpis from said keyboard processor. votafcie memories s 

* connected to ss-c microprocessor for racswsng and storing snsmicsions for contraiiing sa«a memory, a 

(■»:<*» ^ N v. >*: *r " '•■'■> M V d f:* fK '% .sit ^ ii^ "■!;. .„ <su *M«5\ is-*:.;; ^ h« - 
t <. f {•<.(( > 1i Of! « > «t 1 1\ 5 ^ t) t %i h =, ! i 1f> 

* 4. A combination oomptner and saSephone as dasroad in ciaim 3 fearshsr compnssng Instructions resident In 
« said memory for eonfroiiing said microprocessor. 



s 6. A combination computer and foiophons as ciaimsd in claim 3 further comprising: a lapse timer means 

s: microprocessor means unless reset »y said microprocessor means within a first predetermined lima 
" c ->f sci'ii i a ^ c -sof i '\t^ j ■• "oJk* "o v % '"j pi - *cr ^id .^"m- oi-^ 

« pradaterrninec time intervsi. 

« 7. A combsoation somput«r and tsiophone as cisimfsd in cisim 8, further comprising an offhook dstector 
s mesrsa for defecing an offhook ©wsSkonof said teiepiiono handset rnoontod on sa;d tipper rr;ouiit(no, ^ 

s to rsboot said microprocessor msaris and rsmovo cowsr from said teiephone siectronics uniass said 

« 3. A cornbinafion compritar and tsiaphona as sfsimsd in claim 3, vvfisrsin a parity check means for at fossta 
s part of me associated memory of the nwoprocessor means and iogsc means resp<ins:vs to said pas% 
s crsocK means provides an interrupt to said microprocessor moans wnen said parsiy cneck means provides 
I an error detection. 

| §. A combination computer and isiephone as dairoed in dsirns 1 or 3 farther comprising 3 second 
:?: iieyooani, 

s 10. A combination computer and feiephos^e as dasroed in oiaims 1 or S fusther comprising a second hidden 
s keyboard. 

« 1 1- A fatephonecorncuver compnsiog; a bowsing oortfigured as a a>nvenii»r',si tsiephone arsd fsavirsg a 
« standard telephone keypad, feisphons eisctfonics, nod a microcomputer reta«sd shwssin, said ietepbono 

s taieprKsms functsMis. sad mieroeoropuser )nc'lnd:r;»y a nsio'roprocessor rtsaans w«b "associates" rnefnoiy 
s means and a dsspiay means driven by said microprocessor msacs. said microprosessor also being 
« rssponstvo to inputs fem said keypsid and to instructions retained in sssd memory means for ocsraSing said 
moans. " 
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I 12. A telepbonacorfiputer comprising: a housing cc-nfigured as 3 telephone and enclosing therein telephone | 

teff»v, (Njd ( Ufa) - !\f>P>Jv »1->*d v ^ „ p J ^t\ t Id: L.I >» «f*- 

* sssd teiepnone sfeetrorscs. «to induces a teispnorje diaier, mourns satd ou*pu* signals from sstrf esual 

->UiO, ^Ul ^ if v!' vOf X' iti " <A <S f ha («<? <S '* " i P ~i Uf = " ~v > 0 ■> 1 

s said microprocessor means for receiving and sioflng instructions and a portafeie ntamory means which is 

fo <-o i veto orcnfo « v. > v \ ootjS! pfi s c << I nsiu 
tor stoeng an sr.ittas instructions tof s^d msompfoossssor mesne, s commonit-ations processor for logicaiiy 

O v. r> s d \ i.p ■> sid i({>0 > > !s\ h J " •< fof «; Ctnq > O OS p -<t 

s electronics <mm tftera.i& a power disconnect to said microprocessor means, and a modem means for 
« communicating to computers m genera* via telapnone isnes. said moc-sro means besng Sogicaiiy interfaced 

* vvsih ss-d con^rnunjcations processor and said microprocessor means, e d-splay means wbtcn is dtw«i By 
it said microprocessor means, sasd microprocessor means aiso receiving outputs from said dual o«ipui 
s dev-es snd said microprocssscf means selectively providing inputs to said telephone diaisr. whereby said 

v. X-» "-Of f to v. XS vf ■• ! \* •» „v )^v.onfg«S ' ^ »3ki rt O rf ,, =i\ fNsdrss %)» S J 0 ^iO^isf i -<s£Ws> 

« from another computer or said microprocessor means can be iocaiiy programmable either vis said portable i 
it memory means os by a ioeai programming means aperacvely connected to said gate array means. 

it 13. A telspbooecompijter according to claim 1 1 or 12, wherem said telephone clacSrooics pmtrtft standard 
it tslspiwne opsratson wtisn pow^f Is disconnected from said miooo&mputsr. 

< j w isp; > te w feU' ^ q fH. t ! s » is^ *. Cv * (Ov.iud^» i ' v 5 (-u)si^) | 

ti ccsmm«f5icating with a rsrnato computer. 

it 16. A islephooecosriputer accosding jo ciasm 12 of 14, whsfairs said micrcwofnpsjtef accesses a network 
it host computer via said modem mean*. sa:d neJwork host computesr cwtnuracating wi»f Iriforrrjation and 

financsa: services m formsis used by said services, sarci gats array means De:ng remossiy recnrif^nrabi© by : 
a pf ogrsms Iransmj^ed from ssid ne-vvof k host caiTipijie!', said prcjgrams conforming to 3 format whfch said 
a microprocessof mmm undsrsiarids. iheresy enabling said rclcrocompnter to communicate «th said 
it Information and firiarsclai serwees- which use formats ;ha; arc Incompatsbls with said micfoprocsasor means, t 

ti 18. A ts:&priaoacompij;t8r according to claim IS, furtnar compris«g: a watchdog istmr means vvhish is 
a fs^etiabte fey sigrssls from said a^croprocsssor means^said tsrtm srseans providing m mfefrupt to saki 

it said microprocessor t^eans bomg rebooted and said timer means betrsg disabled unless sssd iimer sveam 
ti -s reset a second predetermined time limit. 

it 1?. A teisphonscompiiter according to claim 18, tur8-(cr comprising: a dotecicr msans for detocting an 
a offhook condition on the handset ottha telephcsne. a timer mssns responsive to said dfhook dsiacior 
a msans encs signals from s.«;d mieroprocsssor means to reboot said microprocessor means if said timer Is 
it not reset by said microprocessor means within a predetermined time interval, 

ti 18. A te!ephooacompi.!ts.r according to eiasm 17, further comprssing: a oartty check means for a! least a part | 
ti sasd micrsjpfooessor means when satd pariiy cnacK means'pmvides an ofror dataction " | 

jfed to said keypad, 

| 28. A telephooacompijter according fo claim 1 1 , wharsln: said mcniory means inciudes a portsbSc rriemofy | 
it means confignred for permanent data storage even when disconnected from said microcomputer. 

ti .21 A ieisphonocompiitef accofdirig to claim "52 or 20. wherein sasd podahia memory means Is a smart 
1 card. 

fi ll or 12, further comprising a keyboard for inputting 



,*n» s xei < •= >p f-d t \ fd ^fftg itoc *•> v'tf< ? -;■ v h,x ^ \ > v- not >.*«-c 

a 2*. A ta:ephone;>;>mps!ter accamirsg to claim ti or 12. wherein said keypad further inciudes addltionai 
it programmable tunolion keys, 

it 25. A telsphooacomputer according to claim 1 1 of 12, furthet comprising an input/output port moans, 

| 28. A telephooacompijter according fo claim 25, further comprising a bar code reader or an optical scanner 
ti attached to said pert means, sasd microprocessor mssns bsiiig also responsive to inputs provided by said 
a code reader or saw opSscai scanner. 

a 27, A tsiephenecompiiter according to claim 11 or 12. wherein said rec-onfigurabis gate array moans 
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oorstrois iogicst coonaefians between said microprocessor means, ssfci memory means, and Input/output 
devices. 



28. A tss«piw<soomputer according to date 11 or 12, wherein said memory means includes etecfcicaiiy 
programmable- non-> ^olaiiie memory cSssvicss, 

29. A tslephooec«srfpuier according io claim 11 or 12, further including a protection device for protecting 
sasd telephone electronics torn damage caused by oysrvoltaue and over»urr«nt m ths telephone line, 

30. A ielephonecompiiref according to ciatm 28, wherein said protection dsvlee comprises a bridge dsode 
connected between a nng t«rs» and a tip itrm of said teiapnone line to convert AC voyage to OC voitsgs, and 
a siiiconrxrstroiied rsotsfisr placed to&tmm said rtng and tip fines, which provides a protscben against 
overvonage as well as overeurtsrss. 

connected to said v-» Isoe te fodhef^proiect sa:d tefephons ^sectaviffis, 

32, A teiephoneoompuier according to ctasre 11 or 12, wherein said display means inciudes a touch screen 
tor inputting instfudions to said microprocessor means. 

33, A telspironscomputer according to claim 11 or 14, wherein said modem means detects ceiiing party 
data signal and pass said signals to said microcomputer. 

34, A teiephonsoorripiiter according to claim 13, wherein said telephone staler and said microcomputer are 
grounded mdependently to provide en independent and discreet telephone operation end an independent. 




35. A teler^ooecoroputer according to deim 12 or 14, wherein said modem means has means for detecting : 
and distinguishing »usy. taiiwaifing. nno:ng.. dial, and radial tones, and means for displaying $hs defection 

38. A teSephoneoompuref according to claim 12 or 14, wherein said modem means has means for detecting ; 
calling party date signais and passing said signais to said microprocessor roeans. 

37. A tejepironscomputer according to claim 16, wherein said signals ere CLASS signals. 

38. A telepbonecornputer according to claim 12 or 14, wherein said modem means has means for providing \ 
protection from an interruption in earner signals over the telephone sins, and sasd modem has means far 
automatically refraining when said interruption Is greater than 0.5 second duration. 

3& A tslephonecomputer according to claim 11 or 12, wherein said microprocessor means having means to i 
recover from a syslsm lockup" caused fey a software error or other errors by depressing a specified 
sequence of fcsys on said Keypad, 

43, A teiephonscompiiter according to claim 11 or 12, wherein said microprocessor means is 
programmable si: several different system levels. 

41 A tsiephoneoompufar according to claim 40, wherein said different, system levais mciade a HAL 
software which is downloaded In pages from a network hoai terminal, a BIOS software which can be 
downloaded by an external oomputsr, Including said network host oomputsr, pmgrasnmafeis gate array cods l 

42, A te-ephorseconiputer aeooraing jo claim 14, wheresn saiO mi«»con?puler hsther composes a ^ ^ ^ I 
and sard keypad, 

43. A teiephonseornpctef according to claim 42, vvher«ie said microprocessor means further secludes a 
system irstsgnty processor with a ROfvl memory device which stores Initial instructions for the 
microprocessor means, 

oompute!«, comfmsing. a harm Xm-tm&i vstmpmng; f^ansforprooip&^fte us^to select one of sasd 

for'acmssing a sen/fas computer in rssponse to sc-lection of tne service oompoier by a oser rneins for 

Into a sequence of access comroands for accessing the osersalectssd service computer, and means for 
downioadlng to said home termmai any software required So allow She home terming! to prompt the user to \ 
supply the selected service computer w;;h any information required io proviae its function to a consumer 
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4b Vs shoe of r cm r\, ^ t a sx '> e>„n a ...sc "r * \i > ivme n \s J >■> ^ pi a \ <. * v ^ e c^ ri >. ie s 
s wherein said user tem-smai ts enabled to communicate wrth a network host computer *micb m turn ss 

* enabled to communicate with a plurality of service eomputars, comprising She steps of imitating 3 

« rxsmmunicaiion session between the horns terminal and am of said service computers by specifying the 
s service supported by the semes computer: and an response to sard spsc*&eat«sn ; determsnroo: whether the 
host fermirtal has stored therein application sofh-vare suitable to prompt the user to supply information 

* sufficient io access the service computer; where said determination is an &a negative, downloading m 

* appropriate page of terminat application software from said natwsrK host computer to sard home terminal: 
s said nework host responding to such specification of a service oy srovsdsrfg to saal user terminal 

s instructions to prompt the user to suppiy any specific information required to access the specified service; 

i : ... >. ^ •> i \ - U-e) t *<* ! 1,1 v <,*. <a t >. (V- " i -ak ns m 

« to access the service computer. 

« 4&. The method ot ctaim 45, wherein a standard message fermst is 
s messages between said home terminal and said network host sass; 
s text portion wherein pertinent data elements may fee transmitted ir 
^«ch -tat.* £ ''ii^ 1 basnet proo^csd be m clcm-mr jdrrnrtaxniO^ 

* 4?\ The method ofesasm 4S, wherein seen ctata element is also precsd; 
4S, The method of oiaw 48, wherein the same message format uses f< 

s and wfteresn each page of application" software is preceded by a page identification. 

* 48. The method claim 48. wh«w messages used to download pages or application software are 

* distinguished from messages used to comrminicaia transaction messages by specific transaction c< 
s preeeosng the transactor massages. 



s 51 . The method of cissm 48. wherein said page identification is preceded w said message by a transaction 
| code indicating {hat a page of application software is oairtg transmitted in the message, 

therein each message transmitted between the home terminal and the 
isieoiiofi and recovery information. 

s 53, A system for providing user friendiy access from remote user terminals to a piuraWy of service compyfer 
r > rs oroit Hi) > t t it i " \ r ■><= > \ -» t i o ut \i m i " 

> '«\i^~. *or >^ r Mi. - v^tira v a»* er % «n^ » 3Cv ^ v. to a 'trs. userterrtsinai protocol; {&} secosxl 
'vi -a*ici^ r^3t> for c^ m~>i«o arirjs iic^ i ^UU ..j" « n i " ^or""n*r ^s^ttr^a^ "^onqva 

s piuf3i:ty of servsce «^puter^c««rn«fiis^tron protocols, >;e} means for conversion of dais received from a 

« protocois; (&} m@am for storing application programs, consisting of Insiixioiions to enable said user 
« tetrninafe to prompt a user to input data required by a particular service supported by one of sa:d service 
cornpuiers re&por^sve io a data request received from one ot sasc! service computers, and irfst^ctions to 
s onsbie saso terminai sffectiveiy to request farther data from sard user responsive so the dais provided in 
s response toprsor requests; and ie; means tor downloading said stored application programs to sasd user 
« tetmsnafe; and one or mors user termirsais. each comprising; ;a} Input means consisting of a iimrtedformat 
« keypad, and display means to Indicate to a user possible responses to prompts supported by said keypad 
s at a gsven time, ib) means for receiving and storing said application programs downloaded by said network 
s host computer, ana to; means responsive to said stored application programs io prompt the user to suppiy 
« ail required input from ihe user responsive to the usefs- selecllon of a desired service. 



COMPUTER fim TELEPHONS APPARATUS WiTH USER FRIEMDLY COMPUTER INTERFACE AND 
ENHANCED INTEGRITY FEATURES 

This application is a continuation-in-part of app-caton Sena* No. 0>'/250.832, hied October 21 1988 
which is a C-i-P application Serial No. 07/198.440 fried May 5, 1988: a oontlriustioh-io part of application 
Serial No. 0?/433,S25 > tiled November S, 1383; and a ooniinoation-io pan of application Serial No. 
07/439,739. fried November 21, 1989. 

FIELD OF THE iNVENTiON 

This invention relates to a telephone, oonfsoured to pestbrm as a genera; pturpose ccmputsr (teieshone- 
computeri as well as a conyenfionai reisphorre, while pmsentlng a user-friendly appearance. Moreover. 
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this invention relates to a mslhod for communicating between the telephone-computer or a persona; 
computer, and om or mors networks for providing information and financta! services, 

BACKGROUND OF THE irWSNTiON 

accessible financial and information provider services, such as automated banking or stock price 
quotation, are currently accessible using 3 personal computer (PC) or a "dumb terminal", i..e. a term-arsa! 
devsce having no intelligence Such systems are not fufiy user-fhencSy because the cser needs soma 
computer literacy and familiarity with the financial and information provider services' programs. The depth 
ot their market penetration is generally isrnifed to users who are knowledgeaete in the computer held or to 
those willing to Seam. Accessing such services using PCs is also restricted »v me limited availability of 
PCs in the- residences of most potential users, -vioi-eover. these potential users Sack the basic technical 
skis to operate a PC or they fiCid a PC too inconvenient to operate. 

St will aiiso be appreciated that in recent years customers of one of these remoteiy accessible services, 
automated banking, have increasingly secern® accustomed to 

using automatic teller machine devices (ATMs) . These devices; have become relatively successful 
because hey provide simpie and clear "menus" of ch-mees 10 customers as each step of each transaction. 
Using these simple menus, customers are readily led through the sequence of inputs required by the 
sy stem to respond to customers' requests, it would be desirabie if such services were conveniently 

purpose of providing a readily available user- friendly microcomputer with the familiar appearance of a 
standard table telephone. 

Financial and information provider services typically are remotely accessible using software prepared by 
Individual programmers using personal computers. Typically, these persona: computers are those 
manufactured by the IBM Corporation (!8M PC) or so-called "donas* (PC) manufactured by others, Aii 
these computers run various software programs which have beers designed to run on an ISM PC, The PC 
system is currency so thoroughly entrenched tnroughoot the industry that replacement by another type of 
system is uhiiksfy, Arty home terminal or computer intended to be employed with a remote access system 
now operating typically ernuiates the IBM PC "architecture". Further details of this requirement are set 
forth below 

To date, substantially aii PCs have been configured to comprise a keyboard having 60 to 101 keys, a 
display device, and a housing containing the circuit boards of the computer, including various input/output 
(I/O ■ interfaces for connecting devices such as modems far communication, printers, and the site, it wiii 
he apparent to those of sfdif in the art that the provision of "PC functionality'', the ability to am 
conventional PC software programs without modification So the software., places very suhstantiai 
constraints on the design of a 

computer that is to fit within a relatively small housing conforming so s«ze end shape to thai of a 
conventions! telephone For example, virtually all PC programs are designed to be stored on floppy disks, 
or are inrtially supplied on floppy disks and safer copied to a hard disk. Both of these memory devices 
require more space than Is available in the housing of a conventional telephone. Similarly, the circuit 
boards nsed conventionally sn PCs are much too large ?» fir wttmn a conventional telephone, as are- r.he 
QWERTY keyboards presently used. Accordingly, if la not possible to simply force the normal PC 
components Into a housing resembling a conventional telephone Moreover, It Is desirable to eliminate the 
use of removable floppy disks and the like to simplify operation and to render It even more user- friendly, 

it is essentia! to provide a telephone-computer that can simulate the operation of a system comprising 
floppy and/or barf disk memory devices, as well as other I/O devices such as printers and the like, white 
fitting within the canhnes of a familiar and non-threatening telephone and stiii provide aii conventional 
telephone functions It will also be appreciated thai if a home terminal is to provide access to a remote 
service computer to perform private services such as financial transactions, a very hsgh degree of security 
must he fousif into the system, such that users cannot corrupt their own or other accounts, cannot modify 
other accounts, and. most iropoftanily, cannot cause a system error that would cause the entire remote 
computer system to ©ease operations, however briefly. To do so, the home terminal must interact with the 

and host be amenable to convenient aiteratian al a later time, 9 necessary. 
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For example, there have recently been widely po&Sic&ed instances of "software viruses* causing chaos in \ 
computer networks if is therefore highly ssigr-ificani that the computerised telephone pr ovlded to She user \ 
oy me present mven&on fee ypdaiasie With respect to any hsrdvvsm and software changes which may be : 
required to eliminate She possibility of such bugs or viruses, it must also be capable of implefnenbrsg new : 
forms of security sach as data encryption. The prior art teaches on system which provides anything 
remotely resembling this set of features in a home terminal intended for accessing, for Instance, s 
banking system, fvisgafei Computer Corporate, of Weston, Oniano. 

thereby capable of running conventional software programs intended for use vsfttb conventional IBM PCs, 
This Megaset computer has a single caromi board combining s microprocessor. typseaSSy a Nippon Electric ; 
Corporation SHEC) roods! V2S or V40, a programmable gate array chip, sold by Xsliox Corporation under : 
Model No. XC2018 or fee equivalent random access memory (RAM) : read-orsiy memory {ROM) , and 
varfeos I/O devices, as wall as associated connectors and the like. Briefly staled, the use of She 
pswgrammafete gate array to cot-meet lis microprocessor to the memory and to the i/O devices has 
provicjed shss computer with unparalleled flexibility in emulation of the Passe functions of an sB&S PC such 
that ft ts capable of running subsfariilaiiy all conventional software programs for ins f Bfvl PC this is true 

- t < N ti in =! kt1\ f«-f *<Vii>* >^ipvt«! Ml>t O >~t.t«d i*J f ^» 

media, primers and tee like, and even though the software would nomtaily run only on computers 
configured for ao IBM PC, To fuSy understand the 

significance, a brief discussion of the f&U PC compatibility is disclosed below. 

As a ruts, conventional software programs are "PC- compatible'* when they are intended to be run oo the : 
IBM PC, However, not afi TC-compatib!e" programs <*m run oo all PCs, For example, one program may \ 
require a hard disk having 40 megabytes storage capacity. Another may require one megabyte of RAM. A ; 
Shird may require an optical disk, a fourth a VGA adaptor card, and s fifth, two floppy disks Thus, PC- 

p bii of \m t. a i ait >. i a 4 pro ; *- C stt^ure * ; 

appropriate optional internal devices and perioherais on which the software mM then ran. in other words. It I 
does not mean that si- "PC- eompatihie" software mn run on true same PC. 

the basic hardware components of the PC, as distinguished ifoni its peripherals, iodude a 
microprocessor. ROM, end RA?4 sad circuit elements providing logics! connection between these basic 
components as weii as to the Keyboard, to the display, and to any peripherals such as moderns, printers, : 
external memory and the tike. The peripherals are normally connected directly to various dedicated 
"driver" and "interface" chips, which are in tore connected by logic circuit elements to the microprocessor. : 
the RAM and the ROM. Aii PCs require some son of hardware, i.e.. discrete circuit elements, to provide 
appropriate fogseai connections so fonciionaily "gioe" the microprocessor, the RAM. the ROM. and the 
various dedicated I/O devices and peripheral drivers together. 

Certain software, referred to as the "BIOS", for Basic I/O System, is also essential to provide the "PC 

(whseh are aiso referred so the art as "DOS-compaiibie", which means that they are designed to won< v«th i 
Bm Disk Operating 

System, or DOS; DOS is oniy useful if ths BIOS and BIOS- compatiels hardware are already in place) 
and the actual hardware elements. The hardware elements plus the BIOS form the basic "PC 
architecture'' In the IBM PC, a custom designed *g.ete array" chip normally provides the iogicsi 

peripheral driver elements. Others have provided these functions usirsg so-caiied programmable ioglc 
array (PLAV chips. Sijch PL.A chips comprise a number of predefined hut t 
a d^ip. Connsctions are astabiished by fusing foslhla links disposed on the ©hip. Once p 
PLA cireultfy cannot be further altered. The BIOS used by Msgatef 
available. The "ejiue* retjuired to funotloaaiiy connect the mk 
is provided by configuring a Programmable Gate Array (PGA) chip by supply of a s; 
referred to fey Xslsnx as "oontlguratlen programs'' and sometimes re 
or "configuration software''. Pssentsslly, this configuration code del 

bv saopiying new conftgurettcm cods, cfsanoes can be made to the hardware oonneoiing: me 
microprocessor to the memory and the I/O chips on the circuit board For example, if a particular 
hardware change needs to foe mads to accommodate a particular software program, this cm be <$ 

running the software. Use of the PGA chip has extremely powerfni and extensive implications. For 
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example, a microprocessor may be directed by software to send a certain data item to a floppy disk for 
storage. The floppy disk controller responds to such a request wjJh a predetermined acknowledgement 

v'i H I » Nv ^ t i \ ^ > ^ o 1. it ft'^' t t <t v. Vr axK 

if the PGA chip is configured to respond to a particular signal pfoyirjed by the software with the proper 
acknowledgement signal the software can be "footed" into thinking that the PC Is configured wilt? certain | 

* {. e \ \ en fi v iv,n«- ^ > s.^>d t e m *• «>* f j *{} sib. * * A i<v ^ 
h® configured fo respond to a known sequence of signals with a correspond log sequsnos of res-ponss 
signals, thus; fooling: She software into thinking that if is funning on s properly configured PC, 

The Xifinx Trogrammable Gate Army Date Sock" {1 888} discusses at pages 8-38 - 6-40 use of this 
technology for "Seif-Dlagrtosirtg Hardware"*, suggesting that ths device can perform diagnostic 
functions si power-up. or tn test modes, and perform normal fwtStoom wbers ths board ss determined to 
be operational* 8 is specifically suggested that this wilt be psrtieufctfiy useful for tasting peripheral control | 
logic using ioopback techniques, \IQ and memory error detection cam&cy.. and interrupt techniques. 

As previousiy discussed, Megatet has bean using the PGA technology to emulate a PC. Bowevsh to the | 
best of the inventors knowledge, there has been no application of this PGA technology to the specific 
probtem of providing a compiler configured as a telephone for accessing a variety of Information and 
financial services, no use of this PGA technology to physically emulate a compute? whits providing 
various functions of a typical telephone; and no implementation of a home compute? in which some 

portion ot the hardware ss defined by configuration code supplied to a programmable gate array, much 
tees one that can be refnotsiy reconfigured, e.g. so as to avoid and cure a "hardware virus", to provide an | 
Improved security function such as dsta encryption, or to otherwise reconfigure the topic of a terminal 

r i i f t- i << at < t r r. a 

remotely added to the isSephone- computer after its installation m the users' homes. This has not been 
done prior to the present invention by Megatai or otherwise, fo the bast of the inventors' knowledge. 

for Seteeommunicatjons application is known in the art as shown by Subhash Sal, % 
rsr Tefecommunicatjon 



Applications," Proceedings ':9oi54nternafoonai Conference on Communications, Seattle, Washington, 
(June 8-12. 1980} pages 1 1 .5. t -11 .5.4. Addlfionsiiy, microprocessors have bean used as control 
apparatus for a number of communication system administration functions and in switching systems as 
shown in United States Patent Mo. 4,S80,011 to Robert E. issued April 1, 1986 and United States f 

system integrity, the administration functions m a telephone network can be con'rosied »v a 
microprocessor to facilitate the Interaction of a private branch exchange or sitrkiar telephone network with | 
a telephone central office. It is also known fo perform telephone protection functions through a 
microprocessor. Operation of computers with simple interfaces and the connection of several computers 
to a host computer in a network through moderns is also known in the prior ad. However, ths prior art 

telephone device where the keypad also 

SUMMARY OF THE INVENTION The present invention relates to a telephone configured as a 
programmable general purpose computer {telephone-computer) with a simplified user interlace. The 

wilt appear and function as a telephone set and not as a conventional computer or data terminal, tt 
enables nor?-' technics! users who are uncomfortable using computers but are familiar wsth telephones to i 
operate the present computer which is disguised as a telephone. The tetephons-eompiiter comprises six | 
basic components which cooperate together to provide improved telephone end computer funotsonaiity. 
These basic components include < 1 ) a primary microprocessor comprising a central processing unit 
(CPUs . memory elements associated with the CPU and certain hardware integrity features protecting ths * 

dynamically re con figuring the basic architecture and octroi "logic of thoprimaiy microprocessor. (3j 
telephone electronics comprising (it a manual teiephone circuit inoiudsng a dialer, speech networK and 
ring detector, or (ii) a telephone fiinotion within a communications processor receiving input from a 

the telephone operation of the device and the primary mi coprocessor. (4) a modem to transfer data fo 
and from ihe prsmary trsscroprocessor over me telephone line and, in an alternative errjoridsmerst, oiovsde 
pulses or DTM F tones over the telephone line, and perform signal and tone detection 
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The present tefepham-casrrsputer is designed to be operated, in roost circurrsaiances, through a standard 
telephone 12-key keypad input, in an alternative embodiment, the 1 2-key keypad input device may be 
augmented by one or more progranimabie function keys such as for speed dial and re-dial. Moreover, in 
either embodiment any of the t2~fesys of the keypad can be programmed trough the primary 
microprocessor for specific functions desired. An additions! 52 -key keyboard in the QWERTY format, 
\i t!,hv ■> w ^sm^hs (?x»(oc co v>»5><*.\ a Cv< -< o t >» ">'fvt ixefc^ « ». ' o t- >» 
primary microprocessor Enough the communications processor. To operate Ihe present teiephone- 
compuler as a telephone, the operator lifts she handset snd the device immediately functions as a 
telephone. 

The primary microprocessor «% conjtsncfion with a multipurpose graphics display controller, or the PGA, 
provides an output to a small display device such as a Liquid Crystal Display (LCD) mounted in the 
bousing of she device for viewing by the operator, in an alternate embodiment, the dispiay oontraier is 
within the microprocessor whore 3 C6A controller function is performed. i« another alternative 

the touch-screen bolh displays information from the microprocessor end receives inputs keyed in by the 
operator by touching specified locations on sne display. The toucn -screen will require its own input 
processor to communicate wits'; the primary microprocessor, as is known in the art. 

The primary microprocessor ftseR is connected to the telephone tine through a modem and is capable of 
dialing and communicating wsth other parts of a computer 

network. The primary microprocessor may he programmed to incorporate dedicated software functions 
snciuo'ing a record manager for reading and writing data, such as records, into the sroancard and to the 
primary microprocessor memory, a telephone list, activity fog, s user configuration record and a 
diagnostic log. The logs may be sent to another computer via a telephone line for further processing Th< 
primary microprocessor inciudas certain software diagnostics which contra: the microprocessors status 
snd provides for overs!! microprocessor protection. The oomrmfntcaiions processor is also connected to 
modem which permits the transfer of data from the primary microprocessor over the telephone tine and 
transfer of modem command signals from ins communications processor. 

The primary microprocessor is a general purpose CPU and may he programmed «i any standard maone 
One such application program usable on She primary microprocessor Is implemented using a software 
language designated Home Access Language (HAL) which is formatted In icgse pages, One essential 
function a? a network host computer Is to provide a series of HAL application program "pages" which are 
downioaded to she present teisphone-computer. A peg© includes screens to be displayed on the LCD 

vwiiten In HAL Is complied Into pseudo-code by the network host computer and Is translated Iota an 
executable format by a HAL interpreter incorporated : n the memory device. The application program, 
when incorporated in the primary microprocessor, permits it to receive input from the communications 
processor and the modem and to perform certain programmed fynosiorss. More speelficaiiy. the program 
pages supply the telephone-computer with sufficient "prompts" to slioif from the user whatever 

the tike, required to access one of a plurality of service computers to which the network host computer is 
connected via conventional telephone fines. More specifically, the telephone -computer communicates 
•*Mi the network host computer via a message having a first protocol. The network host computer 
transforms this information Into whatever second protocol is conventionally required to communicate wttr 
the service computer. One object of She present invention is to ptovlde a device with the features of a 
computer: housed in a unit which appears to the user to be no more eompies then an ordinary telephone 

Another object of the oresent invention « to provide a uses friendly microprocessor controlled for most 
operations through the 12-elemenf keypad of a normal telephone, 

aiso responsive to the user's commands made through the keypad 

Another object of the present invention is to provius a microprocessor with enhanced integrity features 
aiiowing for an improved interaction with telephone- eiecironies and other input devices. 

Another object of the invention Is to allow a network host computer to download program pages which at 
compatible wfh the present teiephone-oornpusef or a PC to aoees-s a variety of different information and 
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financial services which communicate with the network host computer via coovanticsnal telephone lines it\ 
compatible wan. me present vSisehone-eompwssr or the PC 

Yes another objed of the invention is to provide a telephone configured as a reconflgurable general 
purpose computer which may be reconfigured on site or remotely. Features and advantages of the 
present invention -Mi be beker apoteeatea from the detested deecnpuon bom*, taken m comunciion with 
the attached drawings 

BRIEF DESCRIPTION OF THE ORAVVSNGS Fig. 1 is 3 front perspective view of the first embodiment of 
the teiephone-cornputer. 

Fig. 2 is a rear perspective view of the first embodiment of the tolephone-coTriputsr. 

Figs S and 4 are front and rear perspective views of 3 second embodiment of the telephone-computer 
snciiidifig function keys. 

Figs 5 and 8 are side and plan views of an access drawer having s QWERTY 52-key keyboard. 

Figs. 7 arid 8 are front sod rear perspective Views of a third embodiment of the telephone-computer, 
Inducing a built-in smart card reader. 

Figs. 8 and 10 are oerspeotsve sad elan ww of the inventor! as used to a ouPitc Sooth deployed with 
peripheral equipment 

Fig. 13 depicts In 3 block diagram format pdncip.a: sertticorsduetor components utilised In the telephone- 



Fig. 13 depicts a system support overview of software functions of the primary microprocessor used so the 1 
telephone-computer. 

11 o <. 5 ( t. tin )i fa t ) i».o o s<. irt v Vv u 1 » k Sep „ (fvort 

tsiopnono-compBter, " " f 

computer. 

Fig. 18 ss a diagram of an ©vervossage- and overeurrenl protection circuitry utilizing a Surgecror tor the 
tslephooe-compytef. 

telephone- computer, Fig, 20 shows a diagram of the message formal employed accotdshs to the 
processing system of Fig 19. 

Fig. 21 shows a status field of the massage according to the processing system of F;g. 18. 

Fig. 23 shows a conned response massage according to the processing system of Fig. 19. 
Fig. 24 snows a transaction msssage text ?orsYtat according to the processing syssem c>?" Rg. :9. Fig. 25 

Fig. 26 shows a page- update request message according to the processing system of Fig. 18, 
Fig. 27 shows 3 response to tha page update request message of Figure 28. 

computer 1 cjf the present srsvemsors has a telephone housing 2, wish an upper housing 2 a po-riion and ss 
lower housing 2b portion, which has the overaSS appearance of s conventional desk- 



top leiephone unit so that It presents, to a technically unskilled operate, a format with which he or she 
familiar. I.e. a conventional telephone. The telephone- computer may be Incorporated in a wall teiepbc 
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of any other comrentlonai telephone format and :s designed to operate Mi as a standard telephone urwt i 

and as a »wocornp«ter for ©s^raunicafins. w«tb a computer network. The telephone-computer incudes s | 

standard 1 2-ksy keypad 3, a display monitor 4, a handset 6, and a Keyboard release button S for | 

peri-nkfirtg. a keyboard 14 (see also Figs. 5 and 6} to allds out of the sower housing portion of the | 

telephone-computer when ifie button is pressed. As shown in Figs 2 and 4, other features of toe | 

telephone-- computer include a speaker volume control switch 7: a ringer volume switch B: a pulse/ton© | 

switch {not shown) located on the bottom ot the lower housing portion; a telephone Um jack 9; an | 

accessory port 1 0 {see eteo Figure 1 2} which supports a Centronics parallel port and two sorts! ports; an | 

- 3 r--jf- •> ^ ^ * rt a • — - >. ^ f -s ~ r s - t < v fi t ■>* t r 

forms display monitor 4, The parallel port and serial porta support a printer, an optica! scanner, a floppy 4 

disc, a rmmxy storage device and other peripherals, and permit spoed loading of the RAM or an | 

sieotncaliy programmable, non-voiatiis memory davice, ""he present ;eSephone-«jn-:putsr includes a j 

primary microprocessor and associated rnernory devices isee r-sos, 1 1 arid IS) , and «s purposely 4 

designed with a simplified user interface. The interface operates through the tsiephooe-compufef using s 4. 

designated as a HELLO key and activates the primary microprocessor conifoi of the telephone when the 4 

telephone is on-book. The telephone keypad activates either tone or pulse dialing functions, as chosen by | 

a roanusi switch located on trie Partem of the Sower housing | 

portion, far the electronics of the telephone incorporated in the device and aiso provides input through a | 

cornm-jnicsnon's processor so the primary microprocessor The pnmarv rmcixiprocessor may also rsooiva j 

input tnrough tne communications processor from a hsSoen 52-key keyooard 1 4 as shown in Figs. 6 and 4 

6. This hidden board has a QWERTY format end slides on the towsr housing portion and is retracted from i 

the housing by pressing the keyboard raiease button 6 and puling the keyboard The user interface aiso j 

Includes the display monitor 4 which is preferably a S-mch liquid crystal display (LCD} and receives its | 

(CRT) display are eornpattbie with the microprocessor and a controller and may he used instead of the 4 

LCD with some packaging modifications. | 

Figs. 3 and 4 show a second embodiment of tne leiephone-computsr m which the 12-key keypad w 4 

of the HELLO key. The other function ksys are programmable and may perform the standard functions of | 

spaed diss, flash atal or radial | 

Figs. 7 and 3 show a third embodiment of the telephone-computer 1 in which the housing 2 is shaped | 

slightly different from the embodiments of Figs. 1 and 3. Fig. S Is shown with the handset ramowed from | 

the telephone- oompaier, Scecificaiiy . die telaphooa-computer of th:s embodiment inclodss a Ouiit-sn smait sj 

card reader 28 which is accessed from the fight sids of the telephone-computer. Again, as is with the tirst | 

^is-.c> Lev v f 'swii %'i •js-v.'^,; v ^e ^eu^pjiar vodi lent ^ N iio t^-r^YSi'vjp^ oix ^ j 

So-->- s-> ^Oiums C^.' t: >t t. sitO"' j «Si«eS'ii. i) n, ir,-^ t„ ^.^it..^ P: t»l«p^ :• ■ .> ~k „ j 

an auxiliary port 10 (showing a cover 10s) which supports a Centronics parallel port and two serial ports, | 

a monitor brightness controller 12. a monitor contrast controller | 

13, and a keyboard 14. In addition, a smart card release button 28a is Incioded. Note that in this | 

emborSmsmt a keyboard release button 6 Is no; needed as the keyboard is heid in the hidden position by | 

v Civ o r *r fxt s " >}c ' t ^ ^ ot Ov.'! * x e'Cor ^e C\ liq Sh v ^g 5 ^kfsvOv^d | 

The present teiephorie-compoter may be operated at a public booth 2D as shown In Figs. § and 10. in this | 

configuration, the taiepbons-compotar Is placed In a form fitted note in a counter top with the upper | 

separata card reader 21 for reeding magnate information impnntad on cards and a printer 22 for printing 4 

transaction ]o«ma!s. Otrsr Items connected to the teisphons-somputer In this configuration, but which are | 

not oser-vislbie. are (1 } an attachment called an expansion box fer converting signals coming out of the | 

expanded software and (31 an external power supply to drive ths card reader and dssc- drives, Addsitoriai 4 

■■■ -■ -i - ■» f h ) nit I or " " j. rs : - m r | 
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12} a communications processor generally indicated by 26, 



processor provides input to ifte primary microprocessor and also acts as a standard telephone. The 
modem is connected to the telephone tin* and provides an interface between the primary microprocessor | 
and other elements of the computer network, as better shown in Fig. 15. A map of the primary 
microprocessor memory of the ietephone-eomputc-r is shown so Fig. 1 7, whtcb shows the rnsmory 
allocation between the RAM and She ^LASH-EPROfvt end their addresses in the preferred embodiment 
the microprocessor tneiodes a votatiie wntabte 256 KByte RAM memory (expandable to 512 KBytes) and f 
two electrically programmable, nonwolatile R.ASB-EPRQIVis , a primary and a secondary, each vwtrt 128 i 
KBy-m. of memory. The volatile RAbi memory Is intended tor Voiding microprocessor program information \ 
and other date - A 32K3yfe RAM memory is allocated within the volatile RAfVS tor the GGA display. 

The FLASH- EF'RObfe incorporates a character generator code for the display and include an interpreter 
for programs used with tee microprocessor, certain elements for the programs' telephone interface 
features and she required softarare for start-up of the program, in addition to the primary microprocessor 
there is another microprocessor and a iono-term, ncn-votatsf® memory which are stored on a credit card 
sized removable card or on a smartcard. The user coufd then readity transfer data from one 
•Kt i>j s (. t tiothtf f f a tv d i \ >.> vk( ding o i v >- i j*. >»o «. * I 

numbers and addresses-, hank records arid rather financial data. To preserve the tafeptsorre-compiiter'a 
conipsfiblifty with the IBM-PC. the addresses normally allocated to the CGA dismay memory are used for f 
other norma! computer operation purposes, but the system's BIOS redirects data 

normsSy sent to these addresses to the RAM memory that is tree. 

in art alternative embodiments., the primary microprocessor memory may Include a battery -backed-up non-j; 
volatile RAfVI memory protected fcr a specified period and a non-volatile- non-writable RGfyi instead of the | 
FLASH- EPRGM This memory is used tor the performance of certain specified microprocessor functions | 
The battery backed-op non-volatile HAM memory is used for storage of user informstkm, such as- 
telephone numbers and addresses instead of the smartcard. 

Fig. 12 shows in block diagram form the principal elements of the rernotsiy-reconfigurabie computer 
system comprising, the telephone-computer 1 , similar to the one shown and described sn copending 
» iU» a \ i >9 " - <l!*i » *.) 1 e e if ibr~ ., v. ft. i - v I ' f ~ »c 5 - 

the standard fntsroafional Business Machine (\BU) PC/XT at the SiOS level.. The microprocessor 3'i , 
which may be a Nippon Electric Corporation (NEC) Mode! V2S or V40 or ers equivalent, -.s connected to a i 
programmeble gets array (PGA) 32: which will typically be the model XC2018, produced by the XInx 
iVvj^c'^w o;>« ' a »„-!■ ,s siVi.ct'-.fi:-. i - M'O ■ f{ >UV; pt-»'id«i me 

means for dynamically reconSgunna, She basic architecture and control logic of the computer. The glue 
required to functionally connect a microprocessor, memory devices and input-output chips is provided by | 

programs" and sometimes referred to as ''configuration code" or 'configuration software*. The PGA 
contains flexihie memory elements, logic circuits; and connective elements which, v/hers property 
configured , allow the PGA to a ssume 

the character of any number of logic fYsnefioos. inctuding. for sxampie, a UAf?T, a pdnter driver or a 
display driver, 

A slgssificant advantage ss provided by use of the PGA chip, in thar. oy supply of new configuration oocie. 
changes can be mads to ths hardware connecting the primary microprocessor to the memory and the 
!<SMrfos.tf>«t „hip» on dis c cu ; Ooa j i-or e^an-eie, use ct the i v ->. eh.^.- in mam 'jases w^ii A v > 
reconfiguration- of me hardware to supporf new penpher-als such as an enhanced- resolution display, an 

would norfoaiiy require the physical addition of a new circuit hoard. In me preferred erRbodirsieoi the 
reconfiguration code necessary to program- the PGA., so that ths system can carry out its assigned 

remote location. Thus, reeonflgurtlg of toe PGA, for example, to allow tor the addition of a new psnpherar | 
can he done remotely by simply supplying a new configuration code to the RASB-EPROfyis, This allows f 

and low expense without the requirement of a service call. 

For example, to cure a software bag or to eliminate a software virus, the PGA can be reconfigured 
remotely simply by supplying a new configuration cods to the FLASH-EPROfvls. In the hanking terminal 
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application, when a computer virus attacks th» microprocessor 31 , such a viros vM have to conform to She | 

microcode used to run the microprocessor. 8y downloading new "pages' of programs having differest | 

mScrocad&s to the flASH-EPROMs, the virus wiii not be afoie to interact with the new microcode and wiii | 

cassa to operate, thereby oeasirtg to interfere With the operation of the computer. SlmsSssHy . | 

if communication between %m sorvice terminals and iha service computers is corrupted or tapped, data | 

encryption can be provided by rsconfigyrsng some portion of in© cod® stored in the FLASfPEPROMs to | 

reconfigure toe gates of toe PGA. | 

The microprocessor 31 and the PGA 32 are connected to the main memory, a conventions! WM 34. The | 

RAM w»tl normassy be used to store application pregssms csownioades from a remote host and also stores * 

reconfiguration cods when first received, prior to the code be:ng copied tolo the FlASH-EPROMs. The ?: 

PGA 32 is aiso connected to ths po-t 10 which allows ths functions accessed through the pod 10 to be | 
progtammecl \o alio* changes fo accessories used wsth ihe telephone computet 1 Communication with 

the telephone computer is provided via the auxiliary peart, indicated generally at 10 : which supports a | 

Centronics parallel port and two serial pods. Communication with the network host computer 80 (see | 
Figure ; §■ is sw:(W va one -if the -serial ports in ths present invent! on, this senai port is connected 

both te toe primary microprocessor and to & system integrity chip 35. which is typically a single chip | 

Model 1SG54 computer soid by the Microchip Corporation. This chip has the capability of both storing and | 

. v v " " N f t 1 t 1- t\s tl - s 'M' *~ p ,n n 

is stored permanently its toe system integrity chip's non -volatile, one-time programmable EPROM 35a at s 

manufacture ia road only memory device may fte used ailemstiveiy in piace ot the EPROM) . in response s 
to a Simple reset signaf received from art external logic device via ths senaf port, ths system integrity chip 

is capafoie o? using this cods to reconfigure the PQA chip. Typically, ihe PGA chip will first exercise the | 

microprocessor 31 and verify circuit connections. Thereafter, ihe configuration code can he | 

aiv. f ii i jl U » 111 si i s i v v.d ii ' o4 or v. n | 

copied to to© FLASB-EPROMs to reconfigure the PGA. | 

suppose that tee terminal is being manufactured and has never bean programmed. In either caso. the | 

EPRGM 3S« of ths system integrity processor 35 will have stored thereto ths basic "system initialisation *: 

software* required to aifow confrgoraaori of the PGA, The system integrity chip, which u» also he termed ?: 

a "test: processor", Initially configures a portion of toe PGA to perform a "serial scan tesf which wiii verify | 

toe physical circuit coiinectsoris of tee chip, as fater described in more detaii. This is particularly useful | 

v.-»v.v, t f» Vt \ l'v» .!» ph >S: w v VJ' «(. 550 ^ SnOv.su * ' \ \ <ji V « \i 0v ^ -u bis 1 

circuit board, so that: this test is In fact snbsfanbelly complete. One of the principal: functions of the PGA. | 
which is ordinarily partormed by ssxpsnsivs custom designed chips m fBftS PCs and by program ma hie 

array logic; (PAL) chips in other PC-oompssibies, is to intetface the microprocessor 31 te ibs LCD dispiay | 

4. The PGA can also be readiiy reptogrammed to drive other sods of displays such as conventional PGA | 

or CGA moniteirs, plasma displays or the Hies in some case, it may oe desired to employ a further I 

V J V Vfv \ ,J<V V V, j, 0 j ^ , 0 0f , 0 it < Vj< 

lbs reconftoorabslity of fhs PGA allows very substantial flexibility in me of the device. | 

In so sfternaiive arftfeodlmsnf, when iha syefem re^uiremente slsibiiixe, ths telephone-computef may | 

contain eastern-designed chips, rather than using the PGA, for performing the required hardworo | 

tonctrns lr ms enbcdimenf a"o 5 n:^ of a new peiinh^'af max 'eqiiiietee | 

i'sptecerrisnt or addition of new custom-chips to the present telephone-computer. In such a esse, the low- s 

software of toe computer, | 



As indicated generally at 1 0, the microprocessor 31 is connected to cc-dain of toe inpui/outps.it chips 
directly which typicaiiy may Incfsids parallel interfaces such as prinief ports and inteffaoes for d:gltai 
facsimile equipment By comparisors. in either of the sfeove embodiments, the PGA ;s typicaiiy conns 
to other mput/orrtpot csevsc.es via the senai ports, which are serially connected such as oonvenllonai 
limited- format keyboards, a modern, a bar cods reader, or an optical scan 
light pen can be used in conjunction with a service provided by s remote fs 

One skilled in the art vvill understand that ihe diagram as depicted in Fig, 1 2 is intended to be a funcilonai 
depiction, and that in fact various principal components thereof such as the microprocessor 31, the PGA 
32, toe RAM 34, the EPRQM 35a. and the FLASH-EPROMs 33, may ait be connected by a tcnvsnfconsf 
data bus 39. It is also within the skill o? one skilled in ihe art te replace the PPROivl and the FLASH-- 
EPROMs with other memory capable of performing ths seme functions, such as a "silicon file" or a 
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RAM can perform some of fhe fanoSons of the FLASH- EPROMs. Agaio, the key function of the present £ 

telephone-computer is that if can MSpabis of n&ceiVico and storing reconfiguration coos preferably j 

received over a telephone line or She Ska via a conventions! port, so as to enable reconfiguration of She | 

PGA as needed to opdate the batdwara configuration of She system. | 

In ttw preferred etrsbod losers! six ieveis of software ase provided. They are tb» HA.l application, the HAL 4. 

operating system sod Interpreter, the Extendi BIOS, the Kernel, tho PGA reconfiguration code, snd the | 

system integrity coda Each iavei has different access capabilities, different storage i-eouirarneots. and j 

different uses. Certain software h stored so the FLASH- £PROfVSs. The primary FLASK-EPROrvl stores a i 

HAL operating system and the HAL interpreter, the Extended BIOS, anci the kernel The secondary ::j 

FLASH-&PROM stores a copy of the kerns:: and application pages. T he application pages include the % 

screens, insirucfions to coiled data, and linkages to the prior semen arsd to the next screen, 1 

The highest "isver of software in the telephone- emulating version of the system, is referred to ss the | 

"hosrss application iaoguage* or "HAL" soffware. T he HAL software is downloaded In 'pages" imn a | 

neSwwfc host computer In response to the user's indication that a particular service is to he accessed . if | 

button on ths fsiepbone-ooroputes- Keypad or keyboard in response to a prompt> ths teiepODns-ooroputef 1 

sends an appropriate message to the network host, after which the network host computer 80 downloads | 

Ths HAL software woeo received by toe telephone-computer is stored to the 8AM 34 and nosroaSy is run | 

the secondary FLASB-EFRO'vf in order to rao'uoe ths numPer of cornswiicaisons required to access the : 

oetvwrk hast where this would appear useful, it ss envisioned that on the order of 3-10 HAL pages might 4 

be Sypicaiiy downloaded to a tormina* per day The HAL software thus provides the information necessary | 

to provide the desired user- I 

friendly user Interface, and ss downloaded in response to ths user's specific request. The HAL software is | 

thus functionally comparable to sB&fs Dim Operating System sDO&) software. The second tsvet of 4 

software is fhe HAL interprets; - , which provides an environment for toe HAL software to run. | 

The next level is "Extended BiOS" Extended 3iQS software supports various funawis shames fey various j 

pages of HAL sofiware such as display control, preparation of messages to the network host, support of | 

keyboard functions, and the iike Updated "muiii- sppilcaiion" Extended BIOS softw can be | 

downioadedi from fhe nsfwork host computer y&t&n nesdsd, a prooess which mlgiit take place on the | 

- « m >^ p. xt-« fit sp' o ^w' ^io^ ^ v v- ^ ^'^^-W' ; 

34 and wiff shon be copsod to the pcfmary FLASH-EPROM for long soon storage. If wrii be appreciated by ::j 

those skilled to tors ad mat S*tsncSssd BiOS software pmvsdes functions whsoh arrs ern&ioyed by the HAL j 

wfcmm and is esseofial for the HAL software to run propsiiy, | 

Ths nsxt lower ilevei of software Is the "kernel" which insiodes the ocri-esteoded 8SOS. This kemei acts | 

pressnts; an IBM PC architecture wirh added sosegoty services to the HAL opesaiing syssem. Like the sj 

Extended BiOS software the kernel can be downloaded from o network host co?«ps.iter when needed. A | 

graphics display driver is integrated Into the kernel stored In toe pmnary FLASH- BPROU. 1 

The memory mop of Figore 17 couid be reconflgisred by restrnctisriog fhe BiOS and/or the trxtended | 

r> 1 ■> NO i'^^"li>!^ t S;t" \ S > ' tO 

PGA. This is aiso refermd f» as "PGA code*, "moonfiguration code" or n eo 
provided by the PGA chip programmed Ir; accordance with the PGA code 
performed at high speed, such as memory controi and timing, and parity c 

.As in the case of ths Extended BIOS software, any update to this i^oonfigyration code downloaded from 
the nefevotk hos' is >oi«ally stored in me RAM arsd fcer. is cop.ed te she secondaiy FLASH CPROM and 
osed to reconfivgore the PGA chip as oeed he. For example, if if appears that s s^twere virus is active, 
the PGA can be readily recorvfigyred such that tte vtfus could no longer mn on the tei&phone-compatsr. 
This would of course neosssilafe that other software iooludlng fhe Extended or non-extended BiOS and 
possibly the H AL software be at least partiaily rewritten . However, these tasks can aiso be accompilshed 
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coufef ais© be altered remoteiv if it were desired to add additions! functions to the telephone-computer. | 

such as addsng: s facsimile capability, malefic or optical memory efemanis, or the like. In some oases A s 

some tiro® ieter Agassi, each of these options substantially increases the utility of the telephone-computer. * 

f'\, s a<ed 4 t> ^ ^ „V if 'U' iy f ^ \ ir -, 'e \ « Ci if , <. , ■•«■-, I <•» * \ ^« i o' ^ 

She BIOS software operates. Accordingly, the PSA | 

chip most be configured properly for the various Input/output functions controlled by BIOS to operate | 

property. | 

The final and lowest iewsl of softwa;e js rsten-sd to as a "system integrity cods 1 ' Thra software :& wn s ten to 

She system integrity chip's EPROM 35a at mersitfaciure or possibly to a separate ROM . II is this code | 

which operates She system to the extent required to aiiow the ^configuration software to be downloaded | 

So the termirtei ft* order to WtssJy program the PGA chip as indicated above. Again, this software Is | 

essential in order the! the PSA chip can tss reconfigured by a reconfiguration cods. | 

The above described sofcsare structure provides partitioning of the various elements of software | 

case of She HAL application) or relatively readily by She operate? of she network host (m the case of tea *: 

Bderelsd BIOS software) . Access So the PGA reconfiguration software will be restricted to the | 

significant software, ' * ' " ' ' s 

One important object of the present invention Is to aifow the user to access a bank deta base. In order to | 

avoid compromising She integrity of tea date to&m, and to restrain fraua'u lenr transections or the iika, tne * 

system must be made highly reliable. The capability of reconfiguring the actual iogio of ihe telephone- a 

computer subsSantiaiiy enhances this security. A hardware reconfiguration csrs be mad© at any time to | 

support a cnange in rha software desired, for sxampis, to after access requirements so prevent fraudulent si 

users or to forbid them access to She data bass. A number of | 

specific changes can be roads to prevent preexisting software from running on the teiephone-computer. 

for example, simply by regularly changing the encryption method usad, | 

The primary microprocessor can also be programmed from a remote computer So recover from a system | 

"dumb" mode white continuing operating as a conventions* telephone. By depressing a specified | 

sequence of keys on the keypad and/or keyboard, the code wiSb:n she kernel provides a set of instructions s 

which prompts tne user for permission to recover. It permission is granted, the system dials a remote host * 

computer to receive a recovery software module, Inciuding a new operating system, | 

if an updates software has a virus or otner dug that prevents the telephone from connecting to the host s 

computer, a numerical code may bs keyed in through the keypad and/or the keyboard to force the unit «% * 

the "dumb" mods. The code to do this Junction is supplied to the user upon demand. | 

telephone-computer is programmed In the HAL formal. The primary microprocessor receives | 

dowoioades, compiled HAL software applications. These appi:cations are interpreted by 3 HAL interpreter 3 

protected against power failure. The HAL interpreter may also he downloaded from the network host * 

computer when necessary, such as to update the interpreter, end stored In the primary PLASH-ERRO'v'S. s 
Alternatively, all sash data, except customer data, may be pieced permanently in a ROM The primary | 
microprocessor opsrahng system cishnss cartam microprocessor configuration parameters inciuo'ing the 
boundaries of fee memory for the appiieation pages as well as the data memory areas. The system | 
software also provides that data pages may he written m the volatile memory Wnen the memory is filleci s: 
and She primary microprocessor needs an adaitionai pace, the cnmary microprocessor transfers she new- 
page from a network data bank and overwrites the pages which are least recently used. These | 
overwritten pages may be retrieved from: she network host memory through the modem, if required again. | 
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forms microprocessor, in one enjfco&roeRl of the invention, the program invokes a record manager whseh 4 

manages a telephone list data record, activity togs, a persons; configuration ntodulo and a diagnostic Sog. | 

against power imam. Referring 10 Fsgs. 14-16 and 18, the telephone- computer support osreustry provides 4 

a number of integrity features. These Ineiude She Moving error detection or faSur® prevention features- | 

(1 ) a determfrsatson as to whether the microprocessor software is functioning properly -mm the telephone 4 

is taken ofi-hook, ;2 ■ a waterlog tinier to ensure that the computer software js not maifartefewng. (3} a 4 

parity chock foe tb-s microprocessor's volatile mndDm access memory (RAM), {4} FLASH-EPROtVIs or in | 

an alternative embodiment* a batten/ back-up for She volatile RAM (5) circuitry to provide writs protection 1 

for that memory. {6} power failure | 

warning, if a bakery ts used, ;8) Independent operation of She telephone eiectronics from the telephone 4 

a calf in progress, ;S> a storage capacitor to provide backup power to the microcomputer device's real 4 

8ms clock, < 10) esrcusiry to provide protection fremtns ieietohona kna power oven'oltagerovwcorteni (11) 4 

circuitry to pressed from communication disruptions caused by 3 call-waiting signal or other disruptions of 4 

ssmiist length, and { • a ; self mintf oring funoiioos to eliminate f hs need tor ssivsce calls to repa«- j 

malfunctions, To® integrity features are described in a greater detail as follows: | 

The telephone electronics includes an off-hook timer which, when armed, senses the removal of the | 

handset from: the telephone, The function of 1 tie off-hook few is to ensure that the primary | 

microprocessor software and hardware are functioning property each Sme She telephone is taken off- | 

, ^r\t v "vi' ,T ot M r s **> a> > ^ f> af --)d v.* a so^ d* - qmtt d c** *\ * ir op rat or | 

mods sl.e., the telephone-compwtar operates as a norma* telephone with a standard telephone speech | 

network for a standard toisphono voice transmission) and the microprocessor is rebooted. Trte POTS | 

mods is activated through the telephone relay disable function which is activated by outputs fmn the off- 4 

boo* time? and the primary microprocessor, if three consecutive attempts to reboot the microprocessor 1 

are unsuccessful the teispnons-corhpuSor remain m the POTS mods and a message is printed on the | 

c-uca^' in eu» e } .cdiment a E^tr\,ton xic-aU ^ni appsv osu sen-res ^ 'en | 

the telephone console. In an aitsrrtstiv© embodiment, a malfunction indication wiiii appear as either a | 

massage on the LCD display or the LCD display will appear with no backlighting. The microprocessor 4 

includes a watchdog timer which is reset through the microprocessor's Input/output bus. if, in the period | 

designated watchdog timer expiration (WDTEi , the watchdog timer is not reset by the primary | 

microprocessor, a non-maskable interrupt ifM\) is generated as an input to the microprocessor. If the sj 

timer is allowed to expire a second consecutive time, a hardware reset Is generated which disables the | 

timer, decouples the telephone electronics from the microprocessor, reboots She microprocessor, and | 

activates a service light an the housing unit, in m alternative embodiment, an error message appears on | 

;ne n- coprocessor ptouaes ^ pa- :> chtsok forrb» vtiafete KAW 34 'he parity cowck Vx.f. ! cn provides | 

for an automatics recovery whan there is a parity error. The parity check function provides the same type | 

of Nrxtf and failure profectiori as the watchdog timer. An automatic sfjqueacing is provided to eiiminete the | 

need tor s nvsnual reboot if no party stTor is associated vx-tth the RAfv-, snd there re a rebec caused by a : 

The teiephorte-eomputer electronics provides power failure protection features. The primary | 

microprocessors power failure detection circuit ts responsive to certain interruptions tn power jo the 4 

microprocessor or low power conditions end provides an interrupt to the microprocessor after recaipr of ::j 

the- w-aming detections when certain shresnoids are crosssd, in responso to those warnings, the primary 4 

r^-top wivr v r ^ss'lf ir^Aotti'rirjrc ^optio-i* ^.--ow^! . o xcars. The so-oaiied : 

K power faiif | 

mterrupt causes the microprocessor to enter a timed mfervai to finish cuowt processing prior to entering | 

the reset mode as long as the power km condition remains, in the event of s power failure. She POTS | 

phone circuitry Is activated so thai a normal telephone operation is not disrupted. | 

The microprocessor circuitry derives power from 110 volt AC source, and the POTS phone circuitry is ::j 

in depends ntiy within a single device. She microprocessor oircuiiry and the POTS phone circuitry are | 

grounded; separately. | 

Fig, IS Is a diagram of the overvoifags/oversurrenf protection olrouliry 50 whloli discooneots the 1 
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telephone circuitry 51 from: fee telephone ins 52 in the meant of s telephone ;ln® power overload end 4 

prevents the telephone from overheating. A fum SS la piaced in lip line so that if a high voftags or a high | 

eurrem t& applied, the fuse w§ disconnect the telephone vkcm from the telephone sine. However, in 4 

situations where a current is applied below the level in which the foss oiows, for instance during ihe | 

UL1458 telephone inspection teste in which tests are run with a short'Oarciiit current j«si trie | 

blowing point of She fuse with a relatively tow voitage, tee arises situations where despite the relative | 

sow voltage, the applied current can «w dangerous nsating in the telephone circuitry, | 

To prevent such situations, a Surgector, which is s sicorvosntrolted rectifier {SCR} device 53. is 1 

connected across a tip isoe 52a and a nng line 52b of the teieprsone line 52 to act as a current-triggered 4 

switch and at Ihe same time to act as m »v8ryoitao,e protector as well. That is, if a voltage greater than | 

She breakover voltage of She SCR device, typieaiiy 293- 378 volts or higher, is applied across she tip and | 

ring lines, for example during the UL1459 telephone testing, | 

the SCR device wiil permit She current to pass through and between a cathode terming! side 53b and an | 

anode terminal side SSc of the SCR device, thereby bypassing tfte telephone circuitry When a relatively 4 

large current ts applied to the tip and ring firm, an attenuated current w»S flow So a gats jermsnai Side 5oa 4 

of the SCR de vice. When the attenuated current reaches a trigger current level (1S0-3DQ mA) , She SCR 1 

psrmsfe a normal telephone operation after the voltage drops- bsiow the threshold ievel: or after the current | 

passing through Ss© cathode and anode terminals drops below the holding current threshold tevei (IBS | 

mA) . | 

Sines the SCR device operates under a DC voltage, a diode bridge S4 Is connected bet-veen foe ring and | 

tip lines to convert an AC voltage, which is ussd during ths UL1459 sasts, to a DC voi?.ags. Aitamafsveiy, 4. 

the SCR device and the diode bridge may be substituted with a TRiAC device ([two reverse-parattei SCR | 

devices) since TRIAC devices operate with AC and DC voltages. 1 

Fig, IS is a block diagram of the telephone electronics of the invention, The 12-key telephone keypad | 

includes a novoi split pill output element which provides two separate isolated output akjnais. One output 4 

is directed to ths- ksyboard/ksypad communications processor, which passss to the modem dialer, and | 

'K> H ei o 'iKK>t( 'ep ;><■ - 3 1 r P. h ' - 1 It'^r d - c< " c t v -*< «o c> -j <> 0 3t,sv, ot i^' it to : 

the telephone Sine. The dialers may be "selected for either pulse or torse by a switch oo the telephone | 

housing or by software. The primary microprocessor has the capahiiity of deactivating, under various | 

conditions. She output of the telephone dislsr to ths Ssiephoi?* iin« so that data | 

input by sha user ovsr the ';2-l<ey keypad does not interfere wsth standard telephone operations. The 4. 

direra keypad, dtaSer ■elsphone hook, arid main telephone switch are all ooniroiisbie ft om the primary 4 

nticEopracesscr to permit the modern disiar to provide pulse or tone outputs or deactivate these outputs. | 

& HELLO k«y. ActivaisR of Htm key. ®& tei^xhon© isw-^ook, changes ihe primary " " ' 4 

%f t -s-., r ^ no*r>ii tv ^^"u rt i =; r o-ii\ nini"')?! •> i - i"- i H^-i 1 | 

key feaSore provides computer snhanosrj telephon* operat;oi5 wosn the telephone is not ooiineoisd to the | 
<- of>> >» j t. f * t) he (f uf Hv pta ^s.s es t o,>\sr c I pr i a 

•tones from bmng transmitted so ihe miwotk) and provides for transition ol the tsiepiiorne stetwork to 4 

computer control, | 

Sn an alternative ernhodirnanS, a function K«y may tse «s«d in pi«oe of the HELLO key to obtain 1 

microprocessor controi over ihe telsphona, | 

AlternativeSy : any function Key or the 1£-ksy keypad can be programmed through the primary | 

microprocessor for specific functions selected by ihe manufacturer, in the present embodiment function | 

keys for speod dlaf and ro- diet may be provided The device msy Include a fiash key which performs its | 

standard function in a telephone dsvice. Afternafiveiy, sslsotsd icsys of the 12-ksy keypad may ha | 

programmed to perform fiash, speed dial, and re-dial funciions. | 

The telephone electronics includes a coiTimunioaiions processor which provides an interface between the 4 
52-key keyboard or 12-Key keypad and the primary mi 



presented by either keypad, keyboard or reiaied eiements of the taiephoiis eisctronlos. The aitei 
ef)ibodirn:ent disclosed In Figs. 3 .and 4 uses one or more function keys. The function key Input is 
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will support op to eight function keys. 

in one embodiment, the communications processor aiso includes toft© detecting hardware and aoftwsre 
wp ch -"J.' <5.i i ogmsh J 1 . o: 'ai i busy v?! .. .! ;ij 'in^ . ') ^iging, ■• i>,i - i L- 1 ^ ji J,,< ^ : ^' s 
information to the primary micreproesssorwhtch in turn displays msssagss on the LCD display to inform 
the user of busy signals or other tones detected, if? an aSSernaSlve embodiment the modem petfoods these 
functions and passes the Information to the primary microprocessor. The primary processor and 

. »p» ats v. xs^vf v. - sii»f> Ks ii^w ywoui n&v x-e-.'s a» =• o »-.e in t? f- 

system will reset, causing both processors to reinitialize. 

The modem provides fee moo^aiortdemoduiator circuitry necessary for transmitting and rsosivisg data 
over a telephone network and thus forms the Interface between she ieSephone line, the primary 
microprocessor, sod the communications processor. The modem can aim foe configured to detect calling 
party data on the line and paes this data to the comiraioicatjons processor, The modem also includes 
circuitry to prosed from disruptions In communications wish other parts of a computer network. The ring 
arid dial tones are also proofed through the speech rsefcwk So the telephone handset. Th© primary 
microprocessor provides- a sens! input to the modem which can be connected by control from the 
microprocessor to the main telephone Sine, 

standard for 8660 baud modems, unless- there is a disruption in She earner Signal transmuted from the 
remote computer of greater than 0.5 second duration. 

This feature provides protection from disruptions caused by the telephone network and disruptions 
caused by call waiting signals, and is transparent to the user The modem circuitry used in the present 
Invention is suppled fey SSS Thorn son. 

The modem circuitry also includes the capability of detecting CLASS signals sent over th© telephone Sine. 
The mortem circuitry passes this information So the primary microprocessor to provide CLASS services. 
The CLASS services that can he provided fey the invention include Automatic Caiiback. Automatic Recall, 
Customer Originated. Trace, Calling Number Delivery and Calling Number Delivery Blocking. Thoss 
services are discussed further in the Bellcore publications "CLASS Feature: Calling Number Deswary". 
Technical Reference TR-TSV- 

000031, Issue 2, June 1S88, and "SPSS Customer Premises Equipment Dasa interface". Technical 
Reference TR-TSY- 000030. issue 1, November 1988. 

in one embodiment ins modem con*a:ns telephone dialing circuitry so that a separate dialer is not 
required and dialing of telephone numbers can be initiated from the keypad or keyboard, through the 
communications processor to ;he modem for doling over She telephone km. VVben the telephone- 
ccrnputer -s pc*erad-up, a seif- integhty rest and resaiszetes is periorrnad wnsch venfies that all Sevais ot 
operating software present. in the teiepfjone-oornputer are operational. These levels of operating software 
include the followng modules: a system software comprising en extended BIOS and a BIOS parameter 
table: a system s&ftwara interface, comprising 

v. ^ ^ I ^ S K ) t j h \ 3i s n o; ii ftt ! » j 

sppticstlons. If the kernel {which comprises the low- level 8SOS) , and the reconfiguration code and boot- 
up code at© operational, it is possible to reload any of the meritiorted modules over the telephone tine in 
the event feat the verification test fells, in the event that the kernel, which Is stored In the FLASH- 
EPROMS, is ccsmipt, as the :msuSt of unforssssn or hardware failure, or if the terminal Is being 
manufactured and has never been programmed, the enormous flexibility of the PGA allows the kernel to 

system reboot which follows a power-up, or warm atari, defined as a system reboot with the povrsr 
already toned on. The cold start verification sequence Is Identical to She warm start sequence except that 
during the ccid start sequence the RAtvl is also cleared. 

The initial step of the tsst comprises a Kernel integrity test. This first step is performed by the permanently 

programmable EPROiV! 35a. The integrity software drives the system Integrity processor. The integrity 
processor Initiates a check of the main Kernel and ds backup copy, stored in th© primary PLASh-EPROM 
33a and the secondary FLASH-EPROfv: 33b, respectively. Each of the primary and secondary FLASH- 
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EPROMs stems a copy oft?* if the backup copy of the kerne: is corrupted, the main ketnei | 
attempt to copy itssif info the secondary FLASH -EPSOM 33b, In the event that the main kernel is corrupt, i 

PLASH-EFROivl and the secondary FLASH--ERROM. The system | 

1 ^1 'U< K\ It !■>*.( v -v«. iUiMft p -O !ii A* ■. t:>v ^ A 4 

reprograrrfrning process. The integrity software wi aiksw an exiernai PC to cootroi the downtoadirig of the 4. 
^ n v o { , j !x ( f ^.~ t w > , of j i>) o ^ i t n ,r a (.* , o Pv \ hip | 
This coos wtfi configure the architecture of the PQA so as to then eftow the PC to touts en smage of toe 4. 
ksrnei directly to the primary FtASH-EPRGSvl. This kernel vwH contain the software which is capable of | 
configuring the PGA to M operable configuration, as we8 as the BIOS and other software necessary for | 
the complete functioning of the system mft-*m&. The PC will then cause the computer system to reboot | 

Specifically, the system integrity processor 35, causes a first group of "system verification software" to be | 
ewnioadeo either from an externa! processor, such as the host network computet, or from a technician's 4 
test device; to reconfigure a portion of the P<3A to resemble read-onfy memory containing certain | 
predeterro ined microcode. This roicrcseocte is then used by she microprocessor 31 to test its own functions, 4 
which typscaiiy will include testing ot the random access and read-only memory deuces. | 

At this point, the microprocessor 31 can fake over operations, and causes further reconfiguration code.. | 

ultimately dssirsd functions} to he downloaded. This code is stored first in the RAM 34, then eoprsd to the | 

<< ~ t \ t V> i < »Vsint > , >i > i -« 

thus completing initial loading or test of the present tsiechone-^omputer, in I 

the preferred embodiment, the "operational reconfiguration code" is* stored in duplicate (in the primary | 
FLASrf-EPROM and in the secondary FLASH-EPROIvi; . This aiiows the two versions to be compared to 4. 
one another, providing an additional check on system integrity, | 

At thfs point, the telephone-computer will have two operations: copies of kernel software, it can display to | 
the user the message "i will be ready in a minute" and proceed to the next step of the verification process 4 
which consists of a serf-diagnostic hardware test if a hardware problem Is found the verification process | 
cannot continue. The user may then see a massage Instructing him or her to contact an appropriate | 
service center for assistance. | 

Next, the remaining: software modules in the primary FLASH-EPROkr! are scanned. The scan consists of | 

checking that the sae and check sum count of each software module oosncktes with toe sets and oheck | 

sum count stored in the header of the module. In the event of failure, detected by the Integrity process, | 

the kernel will perform in a ''dumb" mode and prompt the user with a question as to whether the system | 

should be fixed. The display will show a message which requests permission from the user' to east the 4 

host, whose telephone number is stored within me kernel. Upon affirmation, she telephone-computer will 4 

The FLASH- GPROfvf recovery procedure comprises downloading recovery software and a flash memory 4 
map pertinent to the specific telephone -erampnier fiash version number. The recovery software vM rehuiid | 
FtASH-EPRO'vt contents by investigating toe FlASH-EPROIVts sri order to determine which modules are 4 
damaged or absent and reloading thoss areas with new modules retrieved from the host, if the recovery | 
process brings a newer version | 

ot >he FLASH-EPROM moduifts if vnii also update the FtAS i~i-EP ROW- vetsson numoef :n the ksmel osto | 
space. | 

There ere wvo mettsods of updating the primary PLASH- ERROR One method is to download an entirely 4 

new copy of the code on the FS.ASB-EPROM each time She chip is to be updated. A second method Is to 4 
- -..c; " — 0 -FLA,. fc--X^ kht^ a»."^-.. ^-t^-v. ^ ..o-toair- 

dowi^oad ihe new cods from the RAM. After downloading, the parts of She PLASB-ERROiVi code stored if! 4 

the RAM that have not been updated are copied back into the FLASH-EPROfv-. The choice of method f: 

depends cn the complexity of the download. "I he choice ot methoci sl&o effects the inregr-ty of rhe system : 

if there is a fpower Mure whits the FlASH-£PRO^ Is being updated, the oenfenis of th« RAfvt s lost, ^ 4 
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In addifion to rebuilding the FLASH*£PROM modules, the recovery software vffi perform a purg® of the 
diagnostic log stored in the primary F LAS H-E PROM. The purge comprises clearing 9!! cists records which \ 
bad been marked as delated and compressing aii the remaining valid records toward the beginning of 
their respective areas. Upon eompkiilon of the recovery process, the recovery software >vi!S initiate a 

suceessfuf a portion or RASvt w«tt se dearsri to serve as workplace for the BIOS and the Emended BiOS, : 
watchdog and off-hook timers vwtt be disabled, the interrupt vector iahle and transfer registers will be 

invoking 8s® BOOT interrupt and the HAL interpreter then starts up the HAL application. 

The smart card reader reads; inputs provided by a smart card, which contains a microprocessor and 
memory dement and passes this information to the communications processor, Included in the smart 
card reader ctreuifey are ioglc circuits to cteiecr. the presence of a smart card and to initiate reading the 
card . The smart card connects directly to the cost; Enunciations processor. No memory address is allocated ; 
for the smart card in ths RAM (34) . unlike other systems where a specific memory address is provided. 
The communications processor erovsdes a tow level connection beto/em the card and the primary 
microprocessor . in an alternative embodiment, the smart card can he directly connected to the primary 
*n!C4 0p'o->*sst f .'"it: the PGA In of * v.o ds, c. m nun cation e cc~.ssot c ■mmunicafes vwmshe 
primary- microprocessor using the Extended BIOS, and also ma ices the card available to the HAL 

The uses of a smart card Include storage of operator-specific information, encryption data, and primary 
microprocessor memory update information. 

The smart card reader aiso writes inputs received from the microprocessor onto fie smart sard . in one 
embodiment, data mceivad from microprocessor is stored in the RAM and then written onto the smart 
card, if a power drop interrupts writing, fife invention warns the user of a possible toss of data. 

As previously described, a principal cosset of the invention is to provide a user-friendly terminal suitable 
for accessing a bank computer system operating various bank software programs, involving individual 
checking accounts and the ilke, and additionally providing a user- friendly method of accessing other 
service computers, such as those which provide airline reservation functions, stock table look-up 

bulletin board services, and a vast panoply of other sued services, and which can aiso operate as a 
conventional telephone Typically, in order to access such a diverse variety of services one must have 
educated oneself its a equal variety csf terming; protocols and communication methods, whfcn can be quits ; 
complex. Srmpiy to keep track of the various user codes and access steps required to access each or 
these services Is a substantia} undertaking, The present telephone-computer accesses a network host as I 
„ v „ ( j ->t> t i> c " " o i^- 1 1 \ N ■■ ' t4 \"s r^tr-^ n 0^ o* v h h '---pi -or 

t h k hi svt->\-\it<;s n*t-ho 

computer f, including the display 4 arid the keypad 3 or an equivalent terminal 19 with a keyboard, which 
communicates via conventional telephone lines indicated generally at IS, with a network host computers 

The network host computers include Terminal Controllers SSa and interchanges SSb. The terminal 
controller comprise, hardware and software and functions. One essentia! function of the network host 
computer €0 is to provide a series of application program ''pages" which are downloaded to she terminal. 
The downloaded program pages supply the terminal with sufficient "prompts" to ©licit from the user 
whatever information, i.e.. user codes, desired transactions, and the like, required to access one of a 
plurality of service computers 80a-d to which the network host computer is connected via conventional 

Mora particularly, suppose the user desires So access the service computer 80a of Sank A. Whan the user : 
activates a terminal, there svi appear on its display screen a menu allowing him to select "Access Bank 

Services* ey pressing, for example, the numeral "3" button on tha keypad 3 of the present telephone- 
computer or any other keys designated for such access in the terminal If Ida user presses the button, the I 
terminal w-li send a message to the nehvork host computer which in turn constats its internal memory to 

an appropriate program to the terrains!, The terminal will In turn operate using fhrs program and will ssk 
the user various questions required to prompt the user to input the information needed to access his 
account at the bank. I.e., for example, his account mimeer, his secret access code, the type of transaction : 
desired, the amount of deposit withdrawal, or transfer required, and so on. 

Thss information ts than transferred from the terminal to the nstworf? host computer in a message having a : 
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first protocol. The network host computer trarssfonns this information into -whatever second protocol is | 

conventions!!}- requires; to communicate with fee service computer 80a, for example in the precise | 

access Bank B, typically, fee consumer will be asked the sains queans by way of promote, but the 4 

netafork hast computer wiif transform the answers into a somewhat different protocol required to accs&s | 

the serves computer 80b of Bank B. | 

somewhat dsf¥esr«nt sequence -if pmmpts wonid bss provided by th» terminal, using an appropriate j 

different osoes of application program software downloaded ey the neiwork host computet. Similarly, 4 

different: communication sequences would occur between the network host computer and the airline | 

formal of ;he messages back and forth between {he teiephone-c^mputer or equivalent terminal and the 4 

network host computer am described m detail below. | 

Communication between the network host computet 80 and the various service computers 603-d takes | 

place according to various second protocois defined by the proprietors of the services supported by the | 

service computers. impSsrnsniailori of these conimumtafions follows ihe techniqurss now in use wrfh such j 

preexisting service computers sod is considered to he known by one skilled in She art. | 

it wiif be appreciated that the accessing of the various servlcs computers 80a-a and countless others, 4 

requires thai the network has; computer be enabled to communicate according to a iike variety of | 

Typically, these will be Implemented by IBM PC software programs. The terminal will therefore west 1 

i^^r >- > •> "> ■> < nt ( ? tt ho ^ i , c r •> c c» v j>' ^ui< v o ,c - * oir xt "4 j 

the km*0on that the fetsphonsMwnputar be capabie of running other PC-compatible programs. Again. 4. 

''pages* of application software can be downloaded from the network best computer to the tor msnai if; 4 

m a link between she terminal, anti the Intereharge (iX) 59:b serves as the link wish a plurality of 4. 

irstbtmafional and financial service computer systems SOa-d, Notobiy, ims- is accomplished without | 

modifying the software of the service computers SC-a-d. Thus, an important function of the network host | 

computer, She present telephone- computer, and the HAL software which si runs is transforming the highly 4. 

simplified "user4rien«fiy' ! requeet/rsspense sequsncs seen and responded to by the user (a menu) :nto a | 

relatively complex communication | 

sequence normally used so access me service computers SOa-d, and vtce versa, | 

service selected by the user, That is, the user-fhendiy interface, comprising a "tree* of new menus is | 

displayed sequentially and in response to each input provided by the user, until all information required to | 

page :n response to the specification of a service according to the invention permits this fisssbfifSy, as it 4 

would be impractical to store ail possible application programs In ihe telephone-computer. The terminal | 

controlier 59a functlonaiiy comprises a terminal interface controllsr (TIC) 82, a session controller 81 , and | 

s common integrator (Ci) 85, The session controller 61, in turn, controls the terrains: protocol interface 1 

HI 5 ) i st -• ~ ( m « > b4 C ro ■> - * * ^ „ 81 k . ^ m | 

communicates wiih the telephone-computer and translates the orotccoi used by me telephone-computer 4 

when fits* eslabisshing a coonec-ion with the network host cottputef. Addstsonaliy. the TP! generates 4 

random encryption key numbers- when requested by the terminal. These encryption Key numbers are 4. 

usee by the tennsnai program to trafiSiost contidenttal information. Fne f p\ siso bandies application page 4 

downloeding requests, | 

The SM maintains the essential data needed for each eewmurttcstson sesssorj fey storing information 1 

svimifi the contest: of | 

the specific consumer and the service selected, e.g ., his bank or other "financial Institution For example, | 

s beer? successfully established as a valid and authorised user - , all message traffic 4 

Im temtmaf Is tiiereaffer cortsidered relsied or»iy to that consunier, Th® corftext | 

h^^^d " *ho t nr t»s ,* 0*^,4^0 t^oo aii,j\ ^ t~e " 1 — ^n, oi | 

s correct service computet 60a-d for such items as account balances, and so on. The SM | 
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stores tee contextual snformatjoo esquired to validate the transaction and inserts if m messages passed to | 

serves as >h« eomaiursicato iim between the other elements of the session ccnts-oSSer ana the servioe 4 

computer systems BQs~d . | 

The user accesses on© particular s&rvtes network 60a-d by ssteeting. the eom&pandfaQ option:, l.e. She | 

between fee terminal, the session carttraiter, and the selected service computer 8Ds-d ihen begins wtih a | 

session gstafeSishmeot and protocol selection phase, | 

computer ■ through the standard teisphons 8ne 18. After the connection Hm bum established, She | 

telephone- computer sends a ssriss of signals by which the session conSrofter sets such parameters; as 4. 

the ecmmunksaSon baud rate. For »xampfe, after the rse!wod> host computer sets the communication | 

baud rate a responds wstb a fefmtnai type Inquiry. The terminal interprets this s;gnai a request to 4 

identify tee type of terminal « use and responds with an ASCII coda identifying the type of ooroe terrosriel | 

being used, i*. the t^ephone-computesr or a PC terminal. | 

The network host computer provides the important function of aiiowing the present ielsphonfs-c'ornp;.iSer So j 

mimic; a convensisxsal microeompytei" running essensialiy eonvenlionol communication software. | 

Therefore, the service computer 80a-d receives cxrinimuni cation in precisely the sarvse "service computer | 

communication protocol* which if conventionally receives. Accordingly, ins saivtce computers need not ha | 

such conventional microcomputer systems 19 may sis© he interfaced to the service computers 80a<i by | 

way of the network host computer according to the present aspect of the inversion, in such a esse, the | 

network hast computer wilt again respond lo a request for access to a service computer 80a-d by | 

downloading one or m ore "pages" of application software, user prompts, etc., allowing the conventiona; | 

microcorneas? 19 to convense-nily access tee service computer 80a-d, After a tasnmunwatbn session has 4 

thus been established, a "Sink level" protocol is employed between she terrains! and the session consroiier. 4 

formatted into information packets called meaaages, F»g. 28 shows the basic format of the message 70, | 

This message format Is used for the majority of the messages sent between the network host computer | 

and the terrninai Other related formats are used in special cases discussed beiow Each message 70 | 

begins with a 'ws-hyte stert oi text iS'"X> delimiter ?2 which consiSSs of tee fixed "EX code "02\ '"he nex> j 

' 4 hOt -'^UJ > |V m^'-'-tj.S' S ^ >.UKflJ 1 V v. j^niHl ^ T»* I I 

is within this message text tleid 74 that: the actua: transacfloo Informatler? Is transferred. | 

The message test field 74 can siso cootelo Information concerning the status of the message, | 

Following fhe message text fisid 74 is a one-byte start of header (SOH) dsilrnlter 78 which has a fixed | 

HEX vafam of "QV, This SOH delimiter 78 signifies the end of the mesaags text field 74 and the atart of | 

the Sliding: | 

Window Protocoi Header 78, | 

The Sliding: Window Protocol Header 78 is previded aoeoixilng to an Importaiit aspect of the present. 4 

invention, and contains control and error management information. This header 78 comprises a sequence | 

number field 80, an acknowledge number field 82, a states held | 

84, and a checksum Held 86, tofaiiing »« bytes (n length. The sequence number field SO is important to 4 

the error detection and cofifro! system employed according to the Invention. This ftefd contains a | 

sequence oijmher assigned by the transmitting device n e. ertner the te:ephone-c.ompi.:ter or she network 4. 

host computer) to each rnesaags sent, fvtore specihcally, ft)e sequence nurr^sr fieiot 80 contains a one- | 

byte ASCII encoded number torn 0 to 9 specifying the order of tee message 70 in a series of transmitted | 

messages . The sequence numbers are assigned Independently to the messages sent in both directions. | 

&88h syecessivs message 70 is assigned a refes'ence number orse greater than tt?at of the preceding | 

message 70. The sequence numbers ar» applied in a cydicol fashion. That is, vshen sequence number 9 | 

has been assigned to a message, the next message is assigned sequence number 0. This process is | 

referred to as the | 

"sliding window protocol" used for error deiection and correction according to the invention. | 

The receiving device stores the sequence number of fee message most recently received. When a new | 

message is received, the receiving device determines if the content of the sequence number field 80 Is | 

one greater | 
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than the sequence number of the preceding message received. 8 not, an error has been detected, and 
the receiving device, directs the transmitting device to resend the preceding message. Additional security \ 

v K i - m ^ i % i i h ( it « w d fe f ! s btll <. < i u Ik !i t t 

checksum value is correct end the sequence number Is in the proper order, the message* is considered to ; 
have beers received ft* good condSksn. 

The acknowledgement number field 82 of each message contains She sequence number of She lost 
message received sn good con-.istion Until th:s acknowledgement number <s receded, the transmitting 
device stores the massages in a buffer for possible retransmission, if the transmitting device has stored 
one or mors messages with higher sequence numbers than the test received askncwiedgement numbsr, ; 
those messages with a greater sequence msmber are retransmitted. Correspondingly, when an 
acknowledgement number is received, all stored messages having sequence numbers iess thas or equai : 
to the fast received acknowledgement number are discarded. This sequencing and acknowledgment 
method allows for the continuous flow of information vs*ithout the daisy associated with acknowledging 
each message before transmitting the next, and limits the amount of data which must bs stored to 
P ^ - - •■ > f > < ^ ' »r' ^' i \p v -s or ^ * ^on s : 

messages, are generally known to the art. See generally, Tanenoaum, Computer Networks (Prentice Hall, : 
1S61) , esp S4.2. "Sliding Window Pfofoeois", pp. 148-164. 

"['here is, however, one Imitation on this continuous flow of messages, Seoause the range of reference 
numbers is finite, the maximum number of messages which can be sent without repeating a reference 

assigned to unacknowledged messages, the transfixing device ceases message transmissions and 
sends an smmedfate acknowledgement request in a null message, that <s, a message which contains no 
Information in its message text field, hut which has a sequence number equal to that of the preceding 
massage. The receiving: device recognizes a nail message by its repetition of the preceding: sequence 
number. A null message is thus used to convey control information such as an immediate 
acknowledgement request. The status field 84 is a one byte {eight bit} field which informs the receiving 
device of the status of the message and provides a medium for various control requests. Fig, 21 deia:is 
the bits of the status field 84. Bits 7 end S ere always set to zero and one. respectively, so that the value 
of the oornpiste status oyte 84 Is m the range of 32 to 127, Hence, the value of the status field can be 
represented by the ASCII codes for print characters, which is convenient for diagnostic purposes. Sit 8 
indicates the transmission channel over which the message is travelling . A value of Q in bit 6 represents a : 
foreground, or high priority, transmission channel, and a 'value of 1 in bit § indicates use of background, or \ 
tew priority, transmission channel. Bit 4 ss used to inform the receiving computer whether the response is : 
contained in more than one message and mat there is at least one mote message to come which is 

message is the last or only segment in a response white a value of 1 In bit 4 informs the reserving 
computer thai the 

Bit 3 distinguishes normal session messages from connect messages used when c 

data message, while a bit 3 value of 1 signifies a connect request or response. Slrr 
whether a message lis a normal session message or a disconnect request, in which 0 ir 

Bit 1 Is set. to a value of 1 to request retransmission of all nnseknowiedg< 
a higher reference number than the acknowledgement number of the message containing tbe 
retransmission request. A 0 value in bit 1 indicates a normal message. 

Bit 0 is sst to a value of 1 to request acknowledgement from fivs receiving computer Tbs signal wouid be 
sent, for example, m the situation explained above, in which the sending computer has used all of the 
reference numbers and requires an acknowledgement before sending any more messages. A 0 value in 

similar value calculated by the sending device.. The same eat eolation Is performed by the receiving device 
and compared to the stored value to confirm that the message has been correctly received. Finally, She 
message ?G concludes with a carriage return (CR) 88. 

According to the Invention, when one of the devices Involved In a communication session sends a 



CXV A0001065.023 



message, inducing s repeated reforeriee number as described above. This informs the feosswig s 

computer thai any transaction data that may be contained in the text is So bo ignored and that the | 

mentioned requests- and responses. Instead, a normal massage rosy be used which sends- She request or | 

response information, vvbite transaction information m sent in tie SaxS Md, Mull messages ate sent when | 

number of messages is outstanding, socS no more norms! messages may bs sent | 

In estaokshing a caronwrticaftcm session, tha tsmsnal sends a conned request message, as shows in s 

Fig, 22. When the session eonSroiSer reSyrns s connect response, shown in Fig, 23, the session :s | 

sstabiishs-d and all subsequent c»remunicaHons proceed using She messages format as discussed above. | 

At the beginning of each session, a series of messages (shown in f igs. 26 and 27) are exchanged to | 

determine whether tbe sppiioation pages resident »« the terminal are current vs?Sf»est$. Aii out-dated | 

application pages in the user terminal are replaced by currant versions which are downloaded to the 1 

terminal, page by pags-, as. nosd b®. using tha predefined message format. Updates ar© made ooiy with | 

resspset to the application pageis) specific to ths service of current interest So the isssr. This reduces ths | 
„4v.<.fv.„ „<^. Iv t. t si' ti( ?njlnj in i' s nS8i3t >. e t ( *■><. 

-v «■ ( f -v S S U() S i: V it S| U| i. ii s s I itjN | 

m axchang© of user varitloation message is employed in | 

these cases to ensure against unauthorised manipulation of consumer accounts. When She user das s 

mdrcBtsri bis intention to perform a financial transaction or orher transaction requiring access to a secure s 
fi3:&sas<? ma TP- <6'i) instructs tnetsuriimn vio- a downicaded psgs to sena s rec^sf for an enc-vp-io:-: 

key The TPS rsturas a randomly generated key. The smart card in the telephone- ecsrwputer uses this key 1 

So sncrypt .the consonw's personai identification code (PICj , that is, a code indicating his right to accass | 
the secure database. Ins sncryptsd PfC is than transmitted to tfts network host computfir in a user 

verification message Similarly, any other secure inforrnasion may be encfypSad at any isma dnrsog a s 

time a key is requested, a new encryption key is generated- | 

Informational and financial service computer systems. Such transactions can take a variety of forms, as | 

will be understood by Shoes- of skill in tbe art. | 

Once She page updating procedure has b@m completed as necessary and the terminal is loaded with the | 

application pages necessary to access the service She consumer dsssrss, the consumer can effect | 

transactions with service providers. Operations fboo proceed in s simple .and straightforward manner. Tbo | 

required, and the appropriate message is sent by tbe terminal to the service computes' whidr actively 1 

provides a user-fnendiy interface, asid the network host eomput&r transiates user's responses to prompts, a 

sersS by the terminat to the network host computer in a first format, «k> sne format | 

convsntsonsiiy employed to access She partiouisr service computer SQa-d providing the service Oesired. a 

In generai, it is de&srabb tbai ;he prompts be suffioientiy definite that the user can input aii requited | 

iastroctsons osfrtg only the 12 iteys of a telepnone seypaa responsive to prompts which are updaied in s 

response to She sequence of prior responses. This arsatiy simplifies use of the system, and contributes | 

^t- Sv k t a v fi ■> >e e m<- 5 4">f ">t h- in snU •> fto\> e in \, % n cs- >s ^ b^ | 

v ^ ' "» i * v (. ^ (. > i ->fl,t,< !>M * " O ,-*!; % lii * } \ il > C ■> > N 

Sbe smsii keyboard 14 siiding out of the housing of She feisphone-compuSsr is used, if the consumer | 

wishes to use a servsce for which Ihs teiepnons-cornputef has not ssored the appiicafjon pagas : an elicit s 

fiexsbiiiSy irs provision of network access to users operating simoie. Sow-cost, liserdriendiy terri?insi «s 

devices. | 

The fcifowing provides additional e>csmpiary detaiis of typical message formats and communication | 

the art, given fh© disdosure providsd by this appiication. | 
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Whs;-! a communication session between the terminal and the network host computer oas been | 
established and both devices are prepared to communicate In tne Sink level protocol messaga format as 
shown to Fig. 20. the terminal fx>m»uter sends a connect request message as shown sn FIG. 22. The 
connect request message cents ins no information m ths message text field, but: the connect bit, bit 3 of 
the status field 84 of the sliding window protocol header (see Fig. 21 ) , is set to 1 . The sequence snd 
acknowledgment fiakls 80 and 82 m shown in Fig. 20 

as set to zero, but the sequence number may begin as any nusrsber from 0 So 9. 

When the network host ooropuler receives the connect request message as shown in Fig. 22 front the 
terminal, it sends a connect message response as shown in Fig, 23. As with ths connect request 
message, the connect sit in ths status M is set to 1 Although the sequence and acknowledgement 
fields 60 and 82 are again shown hers as "0", the network computer echoes back, in the acknowledgment | 
field; 82 of the connect response message, the sequence number sent by ths terminal in ihe connect 

to 9. Sn its next message, the ter minai will similarly include an acknowledgement number equal to the 
sequence number of the connect response message. The other feds of the sonnets and connec! 
response messages are as. described above. 

pages resident io the tsrminai are updated as necessary. Superseded and outdated pages are purged, 
and revised versions replace earlier versions. As storage is limited in the feiaplTOne-computer, only the 
pages that sare frequently used by the individual consumer are resident infrequently used pages ran be 

used: network semes providers, Ths updating process occurs at the beginning of each session, hut page f 
downleads can be requested at anytime throughout the session, alter the log-on process has bean 
completed. The same communicator! process can be used to update pages normally stored in the 

When new versions ere developed. 

transferred lo me terminal: page-by-page during normal communication sessions. The format of She 
message text field of messages exchanged during the page dowiioading process is different than when 

text fieid 74 wsffi respect So conventional iransaebon messages and page downloading messages, 
resnecBve-y. As snown sn Fsg 24. the transaction messages inciudsss a transact-on type code fieid 92. Ail 
subsequent message elements 84 and SO are 

v ' -^vS r kr ^ fiwft t- <> fit ir^^ s 'Hid * Tvitrv^ 1 > *.c sun ' ^ s 
used for sending transaction message text. The first fieid of ths message- text field 74 Is a transaction type | 
code 82. This is followed by one or more groups of two fields. Each group of two fields includes an 

computer @0a-d selected requires a user Identification number, and a request to this effect has been sent | 
So the terminal by the network host computer, the terminal generates a message including a code In She 
eiement ID field 84, indicating that ths subsequent element data field 90 includes ths user Identification 
number Additional data, such as the user account number, cart be included in ths same message. Again, f 
She account number would be located in an element data field SO. and would be preceded by an element | 
10 indicating that ins subsequent data field includes the account number. This method of communicating f 
data elements, by providing them in groups of two fields, specifying the 

element identification and the element date, is important to the efficient realisation of the communications | 
scheme according to ths Invention. 

Fig, 25 shows the format of a page downloaded message . This format is used for downloading pages of !; 
HAL software from a network host computer to the individual terminal. For example, suppose the fermtoai | 

v,s od to n i ^"a a t c< f nun Jut on i >'n ? ^sr. ■* t>" u >. * a; s .^ass >j u k<:»v ,ce n>tv \s die n t a! 
request for access to a service computer SOa-t! . the Initial request for access to a service will be 

^ ^ i \ i li 4 i it o\\ ! i t i o r ti *v> k >• 

servile® computer it riaceasary, the tietwork host will download fhe latest vsrslon of Ihal page using the 
downloading message text format as shown in Fig, 25, This text Is stored In the message text frame 74 of f 
the overall message as shown in Fig, 20. 

The downloading message text format commences with a transaction type code field 1 10 In which Is 
provided in alphabetic transaction code indicating, for example, that the subsequent data is a page of a 
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HAL. application program, This is followed by a page number fteid 1 14 which includes the page number of | 
page seeded by the terminal Is provided in a pege data field 1 18, | 

The following description of Figs, 26 and 27 provides mors dstaiisd mm of the way sn woich the- terminal s 
and network host somouter detetmias that an update of a particular iarmlnal software is necessary. As it 

page update exchange. Ttsese are exemplary of franssetson test messages, and wSS provide to these of s 
skiff ssi the art sufficient information to impietneni the other | 

communications; necessary to effect She functions of the invention. Oxhsr necessary messages generally * 
follow she same- format. Thsrr detailed functions and srepiementaiioo are considered to be within She sMi a 
of the .an: The tsrminss sends an sj^sdats rsterence number {URW> recast massage Mowing the recssot s 

j ! k % ""!> i f t n h i s j is T U s n si ^ n I >i iin m | 

code 92, shown hers sn VSR. | 

Thus, fee dais field ?4 in thss request message comprises the highest pats© number 98 of the applicators a 
Km 100 marked ti 

Pv'H, the type of terminal being used. This information is important in determining the priority used in | 
ssndsfig update information. The final da*a heid 108 :nckides fhe ^srminai iD The network computer 

responds to the URN request message of Fig, 28 waft a URN response message as shown m Fig, 2?. a 

The transaction code 82 (VSR) Is repeated. | 

This repetition of transaction codes is used m ail is 
determine fee request message to -which a given r 

The next data field 98 in the URN response is lbs 
the network eotnpaisr. The final data field is s 2 # 
Informs She user terminal whether psgo updating I; 

If the terminal: URN ;s lower than she network composer URR page 
host computer accumulates She fist of pages that have new versions 
employing the terminal URN and the network hosi computer URN. | 

V v~o s t s m v{ vi h) > " 't* N pa " thhd >; » x », qr w i m i 

URM: response message, jhat ;s, imfoedlateiy upon establishment of the session. If any of the pages have s 

•1* ar© put In a zmo length transaction file, if dnrlng She session, following the page update process, the | 
v.v ^ f or - vr N -> [ so "tt i^t -"-h *~>%ir %ifdios c have ■> n o v v. > > < ^( > | 
page request can be sent. | 

unigoe aspects of fhe system of fhe Invention. Of particular fmporfance in allowing s user friendly home | 

farminal system to be ernpioysci with a variety of service oemputsrs Is the concept of providlfig a network | 

x4 v >MO>. >»( <. \ l )»ceft^s-fir^ f ei*. ^) ^iaia^ws^ v ^ ^»tef^!nu \ ^ -s-^. > 1 ^ i ^ ~he»t? v 1 1 | 

requests for any addiifiOFiai dais reqirimd, togathar ^ith screen commands end the like, such that the | 

"intelligence" of the network host is sffecfively combined wth that of tt)e uesr tsrfsVsnal to ges\«rate all s 

between the aser and the service computer to a minimum, which is Imporfanf in reducing fhe cost of ft© | 
service: to the consumer . | 

The use of the network host compuiar to updats the softwa? 
also has great signiflGance, In Hhsfc m this way the terming! c 
capsbiftiles, while remaining a relatively inexpensive and compact unit and 

s-snsining ihe !r useE--fnendly" appearance whsoh Is highly deslrsbie. Furlheirriore, this oapab:i:iy allows 
.. vt 1 ".^ S\frt <J( -.<: r <.Sv,t f^ Oi oa«V tht >.tun j, n p,- i\dK, so ot»ie 

iarmioai The "siiging window" error cist sot ion and oorreofton scheme is elso hsgniy usefui sn rgaiteing the 

The use of the standardised messags format discussed above, in which varying numbers of Individual 
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n fas communicated back sod forth between the forn^nsi and the network host computer, f 
simply by specifying the idsntsfestssrs of ths element, is sI&cj of grsst utilfty, inasmuch as this greatly 
^K-ijf.iinjs cor-sn-viuscatvvi 'is-N^n th* teimMui ^nci^* n»v^ttk nest s xi .s^xtes Shis „c^>f>^ni«a>:o 
fsiaSiveiy iisxtfcis. Ai the same time, use of the same overall message format for a« messages, inciudsrsg 
both data items such as uses' identification numbets and softwara such as downloaded pages, further 
simplifies ?n>s commurticafion scheme provided according to 81® invention. 

The foregoing description or»Sv itetfatwa o? the pmdpi« of she present invantjon, it :$ to he understood i 
thai the present ^venison ss not fo be limited so the axact eonstnict'OH as iSustratsC and dascrifced h«sm:r\ | 
i which may be made- within the scope and fee spirts of the present invention 
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